CONTRACT #5
'RFS # 317.05-097
FA-05-16328

Department of Finance and
Administration
Division of Accounts

VENDOR:
Discover Financial Services,
Inc.



RECEIVED
FEB 1 2 2008

STATE OF TENNESSEE
peraRTMENT OF FINANCE AND ADMiNSTRATIIES CAL REVIEW
DIVISION OF ACCOUNTS

218T FLOOR, WILLIAM R. SNODGRASS TENNESSEE TOWER
312 - 8TH AVENUE, NORTH
NASHVILLE, TENNESSEE 37243-0293

DAVE GOETZ,
COMMISSIONER

To: Jim White, Director
Fiscal Review Commitiee

From: Jan |. Sylvik)M & v
Chief of Accounts :

Subject: Request for review of amendments to increase maximum liability of
contracts for credit card acceptance and processing

Date: February 5, 2008

The State of Tennessee accepts credit cards for payment. Currently, American
Express, Discover, Diner's Club, MasterCard and VISA are accepted.

The Division of Accounts maintains 3 contracts for the acceptance and processing of
these credit cards. The 3 contracts are:

= American Express (acceptance of American Express credit card) obtained via
Non-Competitve Request

= Discover {acceptance of Discover credit card) obtained via Non-Competitve
Request . :

» Link2Gov (credit/debit card acceptance and processing services) obtained via
Alternative Procurement Request '

Due to the increased number of transactions and the increase in the number of
merchant locations, the maximum llability needs to be increased for these contracts.

Also, contact information in Section E.2. is being updated.

" All required documentation is attached,



8:25-05

REQUEST: NON-COMPETITIVE AMENDMENT

APPROVED

RECEIVED
FEB 1 2 2008

Date:

Commissioner of Finance & ﬁgr(l}ﬂﬁoh EVI EW

EACH REQUEST ITEM BELOW MUST BE DETAILED OR ADDRESSED AS REQUIRED.

1) RF53# 317.05-097
2) State Agpncy Name : DEPARTMENT OF FINANCE AND ADMINISTRATION
EXISTING CONTRACT INFORMATON
3) Service Caption : Acceptance of Discover Cards
4) Coniractor : DISCOVER FINANCIAL SERVICES, INC.,
5) Contract# FA-05-16328
6) Contract Start Date : May 1, 2005
7) Gurrent Contract End Date IF glf Options to Extend the Contract are Exerclsed : April 30, 2010
8} GCurrent Total Maximum Gost IF gl Options to Extend the Gontract ars Exercised : $250,000.00
PROPOSED AMENDMENT iINFORMATON
9) Proposed Amendment # One
10) Propesed Amendment Effective Date : .
(attached explanation required if date is < 60 days after F&A recsipt) Aprit 10, 2008
11) Proposed Contract End Date IF ali Options to Extend the Contract are Exercigeti : Aprit 30, 2010
$350,000.00

12} Propoged Total Maximum Cost IF al| Options to Extend the Contract aré Exertised :

13} Approval Criteria :

{select one)

@ use of Non-Competitive Negotiation Is in the hest interest of the state

D only one uniquely qualified service provider able to provide the service

14) Description of the Proposed Amendment Effects & Any Addifional Service :

Amandment increases contract's maximum liability in order to continue accepting Discover credit cards, This amendment does not
provide for any additional services nor does it impact the contract’s current scopa of services.

The contact information in Section E.2. is updated.




15} Explanation of Need for the Proposed Amendment :

In order to provide Discover cards as a payment option, an amendment to increase the maximum liebillty of the contract_that governs
the rules relating to the acceptance and processing of Discover cards is required because the number of merchant locations and the
volume of tranisaction activity have Increased.

16) Name & Address of Contractor's Current Principal DWMS) :
(gt required if propesed contragtor Is a state education Institution)

DISCOVER FINANCIAL. SERVICES, INC.
2500 Lake Cook Road, Riverwoods, lilinois 60015

17} Documeniation of Office for Information Resources Endorsement :
{required only If the subject service invelves information technology)

select ona: Documentation Not Applicable to this Raguest |:I Documsntation Attached to this Request

18} Documentation of Dapartment of Personnel Endorsemant :
{required ynly if the sublect service involves training for state employsas)

selectone: | [>X] Documentation Not Applicable to this Request Documentation Attached to this Request
AN

18) Decumentation of State Architect Endorsement :
{required only if the subject sarvice involves construction or real property related gervices)

select one: Documentation Not Applicable to this Reguest [:l Bocumentation Attached to this Request

20) Description of Procuring Agency Efforts to ldentify Reasonable, Competitive, Procirement Alternatives

Other procurement alternatives are not applicable; In order to continue accepiing Discover credit cards this amendment to increase the
current contract's maximum liabllity is necessary.

21) Justlification for the Proposad Non-Compaetitive Amendment ;

The maximum liability neads to be increasad due to the increase In feas because the number of merchant locations and the volume of
transaction activity have increased.

REQUESTINRG AGENCY HEAD SIGNATURE & DATE : _ _
(imust be signed & dated by the ACTUAL pracuring agency head as detailed on thé Signature Certification on file with-OCR-— signature
by an authorized signetory will be accepted only in documented exigent circumstances)

/] a))W s

/Agency Head sng‘ﬁ'aturd -




CONTF!ACT SUMMARY SHEET o L e

FA-05-16328-

205 5 10,000.00 $ 10,000.00 |
2006 $ 50,000.00 $ 50,000.00
2007 . $ 50,000.00 5 60,000.00
2008 $ 95,000.00 18 95,000.00
2009 $ 90,000.00 $ 90,000.00
2010 $ 55,000.00 $ 55,000.00

§ 850,000.00 $ 350,000.00

10, 000 00
50,000.00
50,000.00
50,000.00 45,000.00
50,000.00 40,000.00
40,000.00 15,000.00
250 000 00 100,000.00
T 4/30/201 o




AMENDMENT ONE
TO FA-05-16328

This Contract Amendment is made and entered by and between the State of Tennessee, Depariment of
Finance and Administration and Discover Financial Services, Inc., herelnafter referred o as the
“Contractor.” It is mutually understood and agreed by and between said, undersigned contracting parties
that the subject Coniract is hereby amended as follows:

1. The text of Contract Section C.1. Maximym Liability. is deleted in its entirety and replaced with
the following:

C.1.

Maximum Liabllity. In ho event shall the maximum liability of the State under this
Contract exceed Three Hundred Fifty Thousand Doflars ($350,000.00). The Unit Prices
in Section C.3 shall constitute the entire compensation due the Contractor for the Service
and all of the Contractor's obligations hereunder regardiess of the difficulty, materials or
equipment required. The Unit Prices include, but are not limited fo, all applicable taxes,
tees, overheads, and all other direct and indirect costs Incurred or to be Incurred by the
Contractor.

The Contractor is not entitled to be paid the maximum lability for any pericd under the
Conlract or any extensions of the Contract for work not requested by the State. The
maximurn Habiiity represents avallable funds for payment to the Contractor end does not
guarantee payment of any such funds to the Contragtor under this Contract unless the
State requests work and the Contractor performs said work. In which case, the
Contractor shall be paid in accordance with the Unit Prices detailed in Section G.3. The
State is under no obligation to request work from the Contractor in any specific dollar
amounts or {0 request any work at all from the Contractor during any period of this
Contract,

2. The text of Contract Section E.2. Communications and Contacts. is deleted in its entirety and

replaced with the following:

E.2

Communigations and Contacts. All instructions, notices, consents, demands, or other

communications required or contemplated by this Contract shall be In writing and shail be
made by certified, first class mail, relurn receipt requested and postage prepaid, by
overnight courler service with an asset tracking system, or by EMAIL or facsimile
transmission with recipient confirmation. Any such communications, regardless of
method of transmission, shall be addressed to the respective party at the appropriate
maiting address, facsimile number, or EMAIL address as set forth below or to that of such
other party or address, as may be hersafter specified by written notice.

The State:

Annette White, Director of Cash Management

Department of Finance and Adminisiration

312 8th Avenue North, 14th Floor Tennessee Tower, Nashvilie, TN 37243
Annette.A.White @ state.tn.us

Telephone # 615.5632.10868

FAX # 615.532.2332

The Contractor:
. Vel
Discover Financial Services T_\\c,cb : .
2435 Kirk Lane, Kennesaw, Georgia 30152 @t 4
@discoverfinancial.com e %’“’L
Telephone # 1.800.347.7038 ' N
FAX # wf

i |
amangd-k 110107



All instructions, notices, consents, demands, or other communications shall be
considered effectively given upon reteipt or recipient confirmation as may be required.

Tha revisions set forth herein shall be effective April 10, 2008. All other terms and conditions not
expressly amended hereln shall remain in full force and efiect.

IN WITNESS WHEREOF:
DISCOVER FINANCIAL SERVICES, INC.:

CONTRACTOR SIGNATURE DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

DEPARTMENT OF FINANCE AND ADMINISTRATION:

M. D. GOETZ, JR., COMMISSIONER DATE
APPROVED;
M. D. GOETZ, JR., COMMISSIONER DATE

DEPARTMENT OF FINANCE AND ADMINISTRATION

JOHN G. MORGAN, COMPTROLLER OF THE TREASURY DATE

2
amend-k 110107



FISCAL REVIEW COMMITTEE
STATE OF TENNESSEE
8th FLOOR, RACHEL JACKSON BUILDING
NASHVILLE, TN 87248-0057
(615) 741-2564

Representative Charles Curtiss
House Chairman

MEMORANDUM

TO: The Honorable Dave Goetz, Commissioner
Department of Finance and Administration

FROM: Charles Curtiss, House Chairman
DATE: January 26, 2005
SUBJECT: Contract Comments (Contract Services Subcommittee

Meeting 1/25/05)

RFS# 317.05-032

Department: Finance and Administration

Contractor: Discover Financial Services, Inc.

Summary: Provide the ability for the State of Tennessee to accept payments
via Discover credit cards at state facilities and through the State Portal.
Maximum liability: $250,000

After reviewing the above-referenced contract request the Fiscal Review Committee
voted to recommend approval of the contract by the Commissioner of the Department
of Finance and Administration.

CC:LSC

ce: The Honorable Dave Goetz, Commissioner,
Department of Finance and Administration
Mr. Robert Barlow, Director of Contracts Review



) . 0B-16-04

REQUEST: NON-COMPETITIVE CONTRACT

APPROVED

Commissioner of Finance & Administration
Date:

Each of the request Items below indicates specific information that must be indlvidually detailed or addressed as required.
A REQUEST CAN NOT BE CONSIDERED IF INFORMATION PROVIDED IS INCOMPLETE, NON-RESPONSIVE, OR DCES NOT
CLEARLY ADDRESS EACH OF THE REQUIREMENTS INDIVIDUALLY AS REQUIRED.

RFS # 317.05-032
STATE AGENCY NAME : Finance and Administration

SERVICE CAPTION : Discover Card Acceptance & Settlement

PROPOSED CONTRACTOR : | Discover Financial Services, Inc.

CONTRACT START DATE : 5/1/2005
(if date is < 60 days after F&A receipt, aitach required explanation)

LATEST POSSIBLE END DATE :
{including ALL options fo extend) 4/30/2010

TOTAL MAXIMUM COST :
(including ALL options fo extend) $250,000

APPROVAL CRITERIA : D use of Non-Competitive Negotiation is in the best interest of the state
{select one)

}X{ only one uniquely qualified service provider able to provide the service

ADDITIONAL REQUIRED REQUEST DETAILS BELOW (address each item immediétely following the requirement text)

(1) description of service to be acquired :

To provide the ability for the State of Tennessee to accept payments via Discover credit cards at state facilities and on Tennessee.gov

(2) explanation of the need for or requirement placed on the procuring agency to acquire the service :

In order to provide Discover cards as a payment option at state parks and on Tennessee.gov, a contract that governs the rules relating
to the acceptance and processing of Discover cards is required. The contract with Discover Financial Services, Inc. covers rules on the
state acceptance of Discover cards, approptiate charges, settlement, payment, and problem resolution. Because the State can only
contract with Discover to obtain these services, the contract must be procured on a non-competitive basis. The actual Discover
charges are processed electronically through the Visa/Mastercard system. The Division of Accounts maintains a separate contract for
this service that is competitively bid.

The Division of Accounts also maintains similar contracts with Diner's Club and American Express for card acceptance and setilement.
These contracts are also procured on a non-competitive basis since there is a single corporate entity with which the State can contract
for the acceptance and processing of each card type.

(3} explanation of whether the setvice was ever bought by the procuring agency in the past, and if so, what method was used

Voeto, ‘ 1

F




to acquire it :

The State of Tennessee has contracted with Discover since May 1, 1295.

{4) name and address of the proposecl contractor's principal owner(s) :
(not required if proposed contractor is a state education institution)

Donna J. Jenkins, President, Sales
Discover Financial Services, Inc.
2500 Lake Cook Road, BB-2E

Riverwoods, lllinois 60015

(5) evidence that the proposed contractor has experience in providing the service and evidence of the length of time the
contractor has provided service :

There is only one corporate entity in the United States that offers such services, Discover Financial Services, Inc

(6) documentation of OIR endorsement of the Non-Competitive procurement request :
(required only if the subject service involves information technology)

select one: g Documentation Not Applicable to this Request |:| Documentation Attached to this Request

(7) documentation of Department of Personnel endorsement of the Non-Competitive procurement request :
{required pnly if the subject service involves training for state employees)

select one: |Z Docurmentation Not Applicable to this Request |:| Documentation Attached to this Request

(8) description of procuring agency efforts to identify reasonabie, competitive, procurement alternatives rather than to use
non-competitive negotiation :

There are ho altemative ways to establish this contract for the Discover Card Acceptance & Setflement. The alternative is to not offer
the Discover card as a payment option to those procuring state services.

{(9) justification of why the state should acquire the service through Non-cbmpetitive Negotiation rather than through a

competitive process :
(Being the “only known” or “best” service provider to perform the service as desired will not be deemed adequate justification.)

In order to provide the Discover card as a payment option to those procuring state services, a contract for acceptance and setilement
with Discover Financial Services, Inc. is required.

AGENCY HEAD REQUEST SIGNATURE:

{must be signed by the ACTUAL procuring
agency head as detailed on the Signature
Certification on file with OCR — signature by an
authorized signatory will be accepted only in
documented exigent circumstances) _

SIGNATURE D. D E .~/ 7/ J’ a
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CONTRACT SUMMARY SHEET. __bataoa |
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}74 Contractor Is on STARS X Contractor's Form W-9 Is on flle in Accounts

i e [ S tam

2005 $ 10,000.00 | $ 10,000, oo
2006 $ 50,000.00 $ 50,000.00
2007 $ 50,000.00 5 50,000.00
2008 $ 50,000.00 $ 50,000.00
2009 $ 50,000.00 $ 50,000.00
2010 $ 40,000.00 $ 40,000.00

] $ * 250,000.00 $ 250,000.00

T e : EE

African American Parson wi Disabilify Hlspanic Small Bu‘siness‘ ] x inT ;:l[sadvailr-lt;ga;m ‘
Aslan Female ‘INative Amesican OTHER minority/disadvantaged—
COALRCITS BB AHEn N T . P
RFP Competitive Negotiation Alternative Competitive Method
Non-Competitiva Negotiation Negoﬂation w! Government{sg,ID,GG, GU) X JOther
PrECasS ST FATElEBD R e S N _@

R ik

Non-Compstiitive Contract Request

(o condem Change 3067 do VB3I
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CONTRACT SUMMARY SHEET
RFS Number: 317.05-044 Contract Number: EA - D3 ../ b3 2. Y-e»
s -Agency: Finance and Administration Division: Accounts
- T Contractor - ' Gontractor ldentification Number
, , , . Xiv 364020792
Discover Financial Services, inc. o
Service Description
To provide the ability for the state to accept payment for Discover credit cards
Contract Begin Date Contract End Date
May 1, 2005 April 30, 2010
Allotment Code Cost Center Object Code Fund Gr__ant Grant Code Subgrant Code
317.05 2007 083 12 | on STARS
FY State Funds Federal Funds '"w’dﬁﬂ:::‘e“m' Other Funding ﬁnzzt;ng:':[“:;‘:"r““tm
2005 10,000 10,000
2006 50,000 OCR REIFASED 50,000
2007 50,000 ADD . 50,000
AT IO
2008 50,000 50,000
7 2009 50,000 TO ACCOUNTS 50,000
2010 40,000 40,000
Total: - - 250,000 - 250,000|
CFDA # Check the box ONLY if the answer is YES:|
Stete Flscal Contact Is the Contractor a SUBRECIPIENT? (per OMB A-133)
Name: Rhonda Hicks is the Contractor a VENDOR? (per OMB A-133) v
Address: 14th Floor 312 8th Ave N Is the Fiscal Year Funding STRICTLY LIMITED?
Phone: 741-9795 is the Contractor on STARS? X
Procuring Agency Bﬁdget Officer Approval Signature is the Contractor's FORM W-9 ATTACHED?
pa Is the Contractors Form W-9 Filed wl'th'Accounts? X
/h\ (A A /L M"‘ " / T~ Funding Certification
g L 'Z’ l  Bursuant to T.C.A., Section 9-6-113, |, M. D. Goetz,
COMPLETE FOR ALL DMENTS {only) r., Commissioner of Finance and Administration, do
Base Contract & Relor J This-Amerigment | hareby certify that there is a balance in the
Amendments ONLY o : . : s . .
appropriation from which this obligation is required to
END DATE -3 be paid that is not otherwise encumbered to pay
FY: obligations previously incurred.
FY: g r g
P~ » % A
"‘= _ il
v R
FY: m
Total: - - f'?:!
Lo J




CONTRACT
BETWEEN THE STATE OF TENNESSEE, :
DEPARTMENT OF FINANCE AND ADMINISTRATION
AND
DISCOVER FINANCIAL SERVICES, INC.

This Contract, by and between the State of Tennessee, Department of Finance and Administration,
hereinafier referred to as the “State” and Discover Financial Services, Inc., hereinafter referred to as the
“Contractor,” is for the provision of accepting and processing of the Discover credit card transactions, as
further defined in the "SCOPE OF SERVICES."

The Contractor is for-profit corporation. The Contractor's address is:

2500 Lake Cook Road
Riverwoods, lllinois 60015

The Contractor's place of incorporation or organizati::n is Delaware,

c.2

SCOPE OF SERVICES:

The Scope of Services is defined in the "Governmental, Educational and Public Sactor Merchant
Services Agreement” and the "Discover Network Merchant Operating Regulations” which are
collectively attached as Appendix A. If there is any eonflict betwesn this Confract and the terms
of Appendix A, the terms of this Contract will control. Paragraph 16 Term and Termination, on
page A-2 of Appendix A, is not applicable to this Contract. The Confractor may not exercise any
termination right specified in Appendix A without giving the State proper notice and an opportunity
to cure the alleged grounds for termination.

CONTRACT TERM:

Contract Teiri. This Contract shall be effective for the pericd commencing on May 1, 2005 and
ending on April 30, 2010. The State shall have no obligation for services rendered by the
Contractor which are not performed within the specified period.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum Eability of the State under this Contract
exceed Two Hundred Fifty Thousand Dollars ($250,000.00). The Unit Prices in Section C.3 shall
constitute the entire compensation due the Contractor for the Service and all of the Contractor's
obligations hereunder regardless of the difficulty, materials or equipment required. The Unit
Prices include, but are not limited fo, all applicable taxes, fees, overheads, and all other direct
and indirect costs incurred or to be incuired by the Contractor.

The Contractor is not entitled to be paid the maximum liability for any period under the Contract
or any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the State requests work and the
Coniractor performs said work. In which case, the Contractor shall be paid in accordance with
the Unit Prices detailed in Section C.3. The State is under no obligation to request work from the
Contractor in any specific dollar amounts or to request any work at all from the Contractor during
any period of this Contract.

Compensation Firm. The Unit Prices and the Maximum Liability of the State under this Contract
are firm for the duration of the Contract and are not subject to escalation for any reason unless
amended. .



C.3.

C4.

C.b.

C.6.

C.7.

Payment Methodology. The Contractor shall be compensated based on the Unit Prices herein
for units of service authorized by the State in a total amount not to exceed the Canfract Maximum
Liability established in Section C.1. The Contractor's compensation shall be confingent upon the
satisfactory completion of units of service defined in Secfion A. The Contractor shall be
compensated based upon the following:

. Unit Unit Unit Unlt Unit
Cost tem Description Unit Price- Price- Price- Price- Price-
Year 4 Year 2 Yoar 3 Year 4 Year 5

Merchant Fee % of Nat 1.87 1.89 1.91 1.93 1.95

Sales

Stored Value Cards %s';‘;a':et 1.50 1.51 1.53 1.54 1.56

Signature Debit Cards %s:fl :‘:‘ 1,50 1.51 1.53 1.54 1.56

Commercial Cards %S:fl :‘:‘ 1.87 1.89 1.91 1.83 1.95

Voice Usage Fee Each $.50 $.50 $.50 $.50 $.50

Stale Transaction Fee Each $.50 $.50 $.50 $.50 $.50

The Contractor shall submit monthly invoices, in form and substance acceptable to the State with
all of the necessary supporting documentation. Such invoices shall be submitted for completed
units of service for the amount stipulated.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel, meals,
or lodging. ‘

Payment of Invoice. The payment of the invaice by the State shall not prejudice the State's right
to object to or question any invoice or matter in relation thereto. Such payment by the State shali
nelther be construed as acceptance of any part of the work or service provided nor as an
approval of any of the amounts invoiced therein.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment theretofore made which are determined by the State, on the basis of
audits conducted In accordance with the terms of this contract, not to constitute proper
remuneration for compensable services.

Deductions. The State reserves the right to deduct from amounts which are or shall become due
and payabile to the Contractor under this or any contract between the Coniractor and the State of
Tennessee any amounts which are or shali become due and payable to the State of Tennessee
by the Contractor,



D.2.

D.3.

D4,

D.5.

D.6.

D.7.

D.8.

STANDARD TERMS AND CONDITIONS:

Renuired Approvals. The State is not bound by this Contract until it is approved by the
appropriate State officials in accordance with applicable Tennessee State laws and regulations.

Modification and Amendment, This Contract may be modified only by a written amendment
executed by all parties hereto and approved by the appropriate Tennessese State officials in
accordance with applicable Tennessee State laws and regulations. Amendments to credit card
processing procedures required under the Merchant Services Agreement are not included in this
provision, provided that the Contractor may not make any amendments which would materially
alter the obligations of the State.

Termination for Convenience. The State may terminate this Contract without cause for any
reason, Said termination shall not be desmed a Breach of Confract by the State. The State shall
give the Contractor at least thirty (30) days written native before the effective termination date.
The Contractor shall be entitied to receive compensation for satisfactory, authorized service
completed as of the termination date, but in no event shall the State be liable to the Contractor for
compensation for any service which has not been rendered. Upon such termination, the
Contractor shall have no right to any actual general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

Jermination for Cause. If the Contractor falis to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor violates any terms of this Contract, the
State shall have the right to immediately terminate the Contract and withhold payments in excess
of fair compensation for completed services. Notwithstanding the above, the Contractor shall not
be relieved of liability to the State for damages sustained by virtue of any breach of this Contract
by the Contractor.

Subcontracting. The Confractor shall not assign this Contract or enter into a subcontract for any
of the services performed under this Contract without obtaining the prior written approvat of the
State. If such subcontracts are approved by the State, they shall contain, at a minimum, sections
of this Contract pertaining to "Confiicts of Interest” and "Nondiscrimination” (sections D.8. and
D.7.). Notwithstanding any use of approved subcontractors, the Confractor shall be the prime
contractor and shalf be responsible for all work performed.

Conflicts of interest. The Contracior warrants that no part of the total Contract Amount shall be
paid dirsctly or indirectly to an employse or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed relative to
this Contract.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of disability, age, race, color, religion, sex, national origin, or any other classification
protected by Federal, Tennessee State constitutional, or statutory law. The Contractor shall,
upon request, show proof of such nondiscrimination and shall post in conspicuous places,
available to all employees and applicants, notices of nondiserimination.

Records. The Contractor shall maintain documentation for all charges against the State under
this Contract. The books, records, and documents of the Contractor, insofar as they relate to
work performed or money received under this contract, shall be maintained for a pericd of three
(3} full years from the date of the final payment and shall be subject to audit at any reasonabie
time and upon reasonable notice by the State, the Comptroller of the Treasury, or their duly



D.9.

D.10.

D.11.

D.12.

D.13.
D.14.

D.15.

D.16.

D.17.

D.18.

appointed representatives. The financial statements shall be prepared in accordance with
generally accepted accounting principles.

Monitoring. The Contracior's activities conducted and records maintained pursuant to this

" Coniract shall be subject to monitoring and evaluation by the State, the Comptroller of the

Treasury, or their duly appointed representafives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Fallure by any party to this Contract to insist in any one or more cases upon
the strict performance of any of the temms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any such term, covenant, condition, or
provision. No term or condition of this Contract shall be held fo he waived, modified, or deleted
except by a written amendment signed by the parties hereto.

Independent Contractor. The parties hereto, in the performance of this Contract, shall not act as
employees, partners, joint venturers, or associates of one another. It is expressly acknowledged
by the parties hereto that such parties are independent contracting entities and that nothing in
this Contract shall be construed to create an employer/employee relationship or to aliow either to
exercise control or direction over the manner or method by which the other transacts its business
affairs or provides its usual services. The employees or agents of one party shall not be deemed
or construed to be the employees or agents of the other party for any purpose whatsoever.

The Contractor, being an independent contractor and not an employee of the State, agrees to
carry adequate public liability and other appropriate forms of insurance, including adequate public
liability and other appropriate forms of insurance on the Contractor's employees, and to pay all
applicable taxes incident to this Contract.

State Liability. The Staie shall have no liability except as specifically provided in this Contract.

Force Majeure. The obligations of the parties to this contract are subject to prevention by causes
beyond the parties’ control that could not be avoided by the exercise of due care including, but
not limited to, acts of God, riots, wars, sfrikes, epidemics or any other similar cause.

State and Federal Compliance. The Contractor shall comply with all applicable State and
Federal laws and regulations in the performance of this Contract.

Govemning Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee. The Contractor agrees that it will be subject to the exclusive
jurisdiction of the courts of the State of Tennessee in actions that may arise under this Contract.
The Confractor acknowledges and agrees that any rights-or claims against the State of
Tennessee or its employees hereunder, and any remedies arising thersfrom, shall be subject to
and limited to those rights and remedies, if any, available under Tennessee Code Annotated,
Sections 9-8-101 through 9-8-407,

Completeness. This Contract is complete and contains the entire understanding between the
parties relating to the subject matter contained herein, including all the terms and conditions of
the parties’ agreement. This Coniract supersedes any and all prior understandings,
representations, negotiations, and agreements beiween the parties relating hereto, whether
written or oral.

Severabllity. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions hereof shall not be affected thereby and shall
remain in full force and effect. To this end, the terms and conditions of this Contract are declared
severable.



D.19. Headings. Section headings of this Contract are for reference purposes only and shall not be

E.

E.1.

E.2

E.3.

E4,

construed as part of this Contract.

SPECIAL TERMS AND CONDITIONS:
Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with

any other terms and conditions of this Contfract, these special terms and conditions shall control.

Communications and Contacts, Allinstructions, notices, consents, demands, or other

communications required or contemplated by this Contract shall be in writing and shalf be made
by facsimile transmission, by overnight courier service, or by first class mail, postage prepaid,
addressed to the respective Party at the appropriate facsimile number or address as set forth
below or to such other party, facsimile number, or address as may be hereafter specified by
written notice.

The State:

Terry Mason, Accounting Manager

Department of Finance and Administration -

312 8th Avenue North, 14th Floor Tennessee Tower, Nashvilie, TN 37243
615.741.9744

615.532,2332 fax

The Contractor:

Susan Hemstreet Peek

Account Executive — Emerging Markets
2435 Kirk Lane, Kennesaw, Georgia 30152
1.800.229.0058 ext 586

678.355.6755 fax

All instructions, notices, consents, demands, or other communications shall be considered
effectively given as of the day of delivery; as of the date specified for overnight courier service
delivery; as of three (3)business days after the date of mailing; or on the day the facsimile
transmission is recsived mechanically by the telefax machine at the receiving location and receipt
is verbally confirmed by the sender if prior to 4:30 p.m. CST. Any communication by facsimile
fransmission shall also be sent by United States mail on the same date of the facsimile
fransmission,

Prohibjted Advertising. The Centractor shall not refer to this Contract or the Contractor's
relationship with the State hereunder in commercial advertising in such a manner as to state or
imply that the Contractor or the Contractor's services are endorsed.,

Confidentiality of Records, Strict standards of confidentiality of records shall be maintained in
accordance with the law. All material and information, regardless of form, medium or method of
communication, provided to the Contractor by the State or acquired by the Contractor on behalf
of the State shall be regarded as confidential information in accordance with the provigions of
State law and ethical standards and shall not be disclosed, and all necessary steps shall be
taken by the Contractor to safeguard the confidentiality of such material or information in
conformance with State law and ethical standards,

The Contractor will be deemed fo have satisfied its obligations under this section by exercising
the same level of care to preserve the confidentiality of the State’s information as the Contractor
exercises to protect its own confidential information so long as such standard of care does not
violate the applicable provisions of the first paragraph of this section.

The Contractor's obligations under this section do not apply to information in the public domain;

entering the publiic domain but not from a breach by the Contractor of this Contract; previously
possessed by the Contractor without written obligations to the State to protect it; acquired by the
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E.b.

E.G.

E.7.

E.8.

Contractor without written restrictions against disclosure from a third party which, to the
Contractor's knowledge, is free to disciose the information; independently developed by the
Contractor without the use of the State’s Information; or, disclosed by the State to others without
restrictions against disclosure,

It is expressly understood and agreed the obligations set forth in this section shall survive the
termination of this Contract.

Factoring. Factoring is the submission of sales data regerding a Card sale made by another
business not covered under this Contract. This is considered a breach and may cause
termination of the Contract by the Contractor without notice and Card sales are subject to
chargeback by the Contractor. The State agrees not to factor any Card sales.

Date/Time Hold Harmless. As required by Tennesses Code Annotated, Section 12-4-118, the
contractor shall hold harmless and indemnify the State of Tennessee; Its officers and employees;
and any agency or political subdivision of the State for any breach of contract caused directly or
indirectly by the failure of computer software or any device containing a computer processor to
accurately or properly recognize, calculate, display, sort or otherwise process dates or times.

Tennessee Consolidated Retirement System. The Contractor acknowledges and understands
that, subject to statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801,
et. seq., the law governing the Tennessee Consolidated Retirement System, provides that if a
retired member returns fo State employment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this
Contract to the contrary, the Contractor agrees that i it is later deterrnined that the true nature of
the working relationship between the Contractor and the State under this Contract is that of
“employee/employer” and not that of an independent confractor, the Contractor may be required
to repay to the Tennessee Consolidated Retirement System the amount of refirement benefits the
Contractor received from the Retirement System during the period of this Contract.

Assignment for Cause. The Coniractor retains the right to assign this Contract to a direct or
indirect parent, subsidiary or affiliate of Discover Financial Services, Inc. and notify the State after
such assignment is made.



IN WITNESS WHEREOF:

DISCOVER FINANCIAL SERVICES, INC.:

Mpsei) ek yslos
Donna J. Jenkihs, Sales Date
fiee Psidont Af
DEPARTMENT OF FINANCE AND ADMINISTRATION:
T . DN H-30-085
- D. Goetz, Jr., Commissiorf@y . Date M

APPROVED:

DEPARTMENT OF FINANCE AND ADMINISTRATION:

AL bt fyy 4o 2805
M. D. Goetz, Jr., Commissionér Date

dPTROLéOF /TC}fREASURY

l//m%:;

John G. Morgan, Cornptrollﬁ'bf the Treasury

Date
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COVER GoverNMENTAL, EDUCATIONAL AND PuBLIC
sustuEsE sErVicss SecToR MERCHANT SERVICES AGREEMENT
Govermmental, Educationat or Public Sectar Enlity Surchargs Approves
02 ves O o
Stmet Address City State Zip Code
Marchent Fae Marchant Fee Voice Uisage Fee Stale Transacton Fes
% cents

Tmnsacﬁnﬁ Fee Tiers

In this Agreement, the words ‘you" end “youwr" mean the "Govemmental,
Educatlonal or Public Sscter Entity” specified above; the words “we,” "our,”
"us" and "Discover Business Services" refer to Discover Financlal Services,
Inc.; “Business Day” refers to Monday through Friday except when we are
closed for business; ‘Card” means: {i) a valid credlt, charge or other card or
device bearing a Discover Card or NOVUS logo, service mark or frademark
identified In our Operating Rogulations, as defined below, or as otherwise
approved [n writing by us; or, (Il) the Card Account if the Cardmamber Is not
present at a physical location; “Card Account” means the credit account
representad by the unique sibdasn digit account numbar assigned by the
Issuer which the Cardmember may use as parmitted by the Issuer; "Operating
Regulations® refers to our Merchant Operating Regulstions; “Cardmembat”
means & person to whom a Card hae besn lesued and/or eny. authorizad user
of & Card; and “Bales Dats™ means eviience of Cerd transactionis, whather in
paper or slactronic form, that Is received by us In the form and format that we
speclly, Unless the context clearly indicales otherwise, wards used in the
singular hclude the piural, and words used in the plural include the singulsr.

This Agreerment govams the accaptance of Cards Issued by any authorized
Cand lssuer (the “lssusr”), by the governmental, educational -or public sector
.enfily spacified above. This Agreement supersades any other agresment
concaming the Cards. Ploasa read this Agreement carefully, You must follow
all of the terms eet foith bolow.

1. Accaeptance of Cards. You agree 1o accapt Cards at your locations In
payment for purchases of goods and services from all Candmembers who
want to use Cards at your establishment. You agres to follow the procadures
In this Agreement and in our Cperating Regulations coteaming your
acceptance of Cards and the preparation of Saies Data. Flesse refar 1o the
Opsrating Reguletions for spacific detalls regarding how you may accapt Card
sales. If specified above, we agree that you may Impose a surchargs, levy or
fea of & similer kind for any fransacton where & Cardmember desires to use
the Cand for eny payment of amounts owed you. However, such surcharge,
levy or fee may be only tn the amount shown above and you agrae that you
will not add any additional merkup to such amaunts. You further agres that
you wili not Institute or adopt any practice that discriminates or provides
unequa! treatment for the Card versus any other credit or charge card.

2. Opersting Regulations. The Operating Regulations are Incomorated into
this Agresment as Exilblt A. The Gperating Regulations ane an integral part
of thie Agreement and contaln procedures which you must follow in connsction
with acceptance of Cards. We may change the Operating Regulations from
ime to time by sending you written netice thity (30) days In advanca.
However, certain changes may bacome effective Immediataly for securty
reasons. if there is any conflict between this Agreement ard the Operating
Repgulatiang, the terms of this Agraement will povem.

3, Authorization and Sales Data Submission.
(a) Authorization, For each individual Cerd sale, you must obtain

authorizetion from us prier to neking the Card sale. If you accept a Card sale
without obtaining authorization from us, the Card sale s subjsct to

Chargeback to you, Plesse refer to the Operating Régulations for specific
information on obteining authorization.

{b) Submission of Salas Data. You agree to transmit Sales Data fo us
sach Businass Day ih our form and format, and by the transmission deadiine,
each of whith is described In the Operating Regulations. Addtional
requirements for Cand sales by mall, telephone and intemet are described in
Seciion 4(s) of the Agresmant.

£, Talephone, Mall Order and Intarnet Card Sales. You agree to obtaln our

*  prior approval before accepting any Card sales over the Internet. You agres
o comply with our data sscurity and encryption requirements for Card
transactions indicated In the Operating Regulations, inciuding our proceduras
for Card transactions over the Intemet and Card transactions on your webslte,
regandless of the number of Card transactions you accept. Any Card sales
over the Intemet that do not comply with the Operating Regulations are
sttbject to Chargaback as deseribed in Section 11. You may accept a Card for
a talaphons pr mall ordsr sale provided that you follow the procadums in the
Operating Rapiafions for accapting such Gard sates,

{a) Documentation of Card Sales. For esch Card sgle by Internet, malt
or tefaphone, you must obtain-the foliowing information from the Cardmernber:
Cardmember nams, Card Account number and Card explration date,

{b) Transmission of Sales Data, For each Card sale by intemnet, mak or
telephons, Saies Deta shall be transmitted to us using an elacironic maans of
fransmission.

&, Special industry Requiremants. I you accept Card saies for racurring
bilfing or Inktaliment sales transactions with Cardmembers, please refer to the
Operating Regulations. for detallad requirements for thesa transactions,
including the format for euthorization requests.

6. Card Present Card Sales. For your Office Card sales, if any, the
Cardmember or authorizad usar of the Card must sign the Sales Data in your
preaence and the signature must be -reasonably simlar to the signature
appearing ch the signature pansi of the Card.

7. Crodits for Raturns. You may establish your own pollcy concerning
refunds, and you agree to advise Cardrmembers, In advance of any Card sale,
of this policy. Conguit the Operating Reguiations regarding the procedures
you must follow in order for us o honor your retum poliey and the Credits that
you may lssus,

8. Settisment of Transactions. You agree to promptly, but &t leasi onca
each wesek, send to us &t the address we specily, all sales siips and credit
slips periaining to Card trensactions genetated by you. if you transmit Sales
Data by electronic means, you agres io transmit vour Sales Data each
business day to the iocation that we speclfy. With respect to malltelephone
order Card sales, you will fransmit the required Sales Data to us each
business day electronically or by magnetic tape in our form and format. If you
fall to send us Card transaction data within 80 days of the date of the Card
sele, we will not be required to reimburse you for them.

See Reverse Side For Continuation Of This Agreement
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Discover Financial Services, Inc.

By:
Tiile:

Date:




As used In this Agreement, the term “Setfiemant’ means the procedure by
which we will reimburse you for the amount of each valid Card sale for which
you submit Ssles Deta 1o us thet .repmsents a purchase from your
establishment with 8 Card, minus an amoun equal to the sum of any
Chargebacks, shy credits to Cartmembers thet you submit to us, and the
‘Merchant Fee, If applicable, snd plus or minus adjustments thet ws make to
resoncle or correct emars In your Sales Date. The timing for your Setlisment
payments |s desctibed in the Operating Reguletions unless ctharwise
indicated by us In writing, Your terminals or point-of-sale devices must be
programmed with the merchant number that we sssign 1o you if you are to
recaive payment for Card sales. You are responsibie for the programming of
your terminal to accept Card sales. If 8 third party programs your terminals,
you are responsble for such perty’s actions and omissions in connection
tharewlth, Including, ‘without Emitation, any payment of your Setflemant
amounts fo the Incoirsct pery. Promptiy following the complstion of
programming services, you agree to confim the recelpt in your Seftiemant
Account of Setilement amounts for Card sales accepted by you. I you do not
racalva Seftiement amounts for Card sales in accordance with the Agresmant
and Opersting Reguiations, you must contact us immediately or sk non-
paymant for sueh Card Bales. You must comply with each of the tarms and
condttions in this Agreement and in ths Operating Reguletions bafore you wili
recelve a Setttament payment for & Card sale. Consult the Operating
Ragulations for other imporiant Settiameant terms and condiiions.

8, Merchant Fee snd Other Fees. In cansideration for your perticipation in
the Cand program, you agres to pay us fees in the amounts specified above,
The foes payable by vou consist of some or all of the following: (a) a
percentage of the Card sales accepted by you {efther Net Card Sales or Gross
Card Sales as dofined in the Operating Repulations); {b) & Per Transaclion
Fae, 25 defined In the Operating Repulations; (¢} Submission Error Fass, as
defined In the Operating Regulations. The fess described In (a) and (b) are
collactively refamed to as the "Merchent Fes”. The Operating Regulations fully
explain how the Marchant Fee, Submission Eror Fess &nhd other fess are
calculated by us and pald by you.

10. Blling Inquirles. You agree to follow the procadures set forth in the
Opamsting Regulations with respect 1o the notices of Cardmsmber dlspuies
and blliing Inquiries that you recslve from us.

11. Chergeback Rights. Under certaln circumstances, we may return a Cand
salo to you unpaid, or we may retum a previously pald Card sele to you for
repayment to us. These retumed charges are caiisd “Charpsbacks”. if you do
not follow all the tarms of this Agreement and the Operating Regulations when
meking a transaction with & Card, or Iif a Card sale which is the subjact of a
tillling disputs |5 subject to Chargeback as specified In this Agreement or
Operating Regulations, we may refuss fo pay you for fe Card sale or the
digputad portion of it. Refer to your Operating Regulations for compista terms
and condltions with respect to Charpebacks.

12, Cardmember Disputss, You agrse to act i good falth 1o attempt to
resolve disputes with Cardmembers. If the Cardmember refuees to pay an
tssteer for charges made due to & biling ervor allsged by the Cardmember, we
may process a Chargsback for the chargs or the disputed portion of . If we
or an Issuer involved in a lawsult with a Candmember relating to 2 Card
transaction made at your establishment, vou &gree to cooperate with us or an
Issuer and provide us or it with ali assistance we or it may reasonably require.

13, Retention of Records. You agree to keep an original copy of all Sales
Deta, maitelephone orer forms, the documentation required in the Oparating
Regulations and other relatad document{s) for no tess than two hundred and
ten (210) days from the Cand transacfion date or one hundred and eighty (180}
days from the date of submission of Sales Data, whichever Is later. You also
agree tn ksep microfilm or other coples of Sales Date for no iess than three (3}
years from the date of the Card transaction. You agrse o provide us with a
copy of any Seies Data, malltsiephonse order forms and the documentation
requirad in the Operating Reguiations, within fiftesn {15) business days of our
requast.

14, Assignment. You may not assign or transfer this Agreement to any
other party without our prior written approval. If you sell all or & substantial
part of your business or meterially change the nature of your business, or by
any means cause or permit 8 new entity to own & substantie! part of your
busingss, you agree io notify us in advance, or, &t our option, we may
terminste this Agresmant as provided below. We may assign this Agraemant
and our rights and obligatiens under i, In whole o in part, to any company
which is a direct or indirect parent, subsitiiary or affiiiate of ours. We will nofify
you of any such assignment, This Agreement will be binding upon and inure
1o the benefit of the patties and their respective successors and assigns. You
agree not to pledge, transfer or otherwise impair any of our rights under this
Agreemant.

A2

15, Changing This Agresmant. Wa may chanhge this Agreament at any time
by giving you written: notics at least thirty (30) deys In advance of tha change.
You agree that your authorized representstive will receive and raview any
notioes that you receive with your periodic reports. If you do not accapt such a
change, you may terminate this Agreement by niotifying us within that thirty
(30) day period. f you meke any Cand salea aher the sffeciive date of a
changs In terms, this means that you have consentad to the newterms.

46. Tarm ahd Termination. This Agreement will become effactive whan it is
signed by each of us and approved &t our homs office. Thls Agreamant
remains In full farce and effact untl temminatad as provided in this paragraph,
Etther party may terminte this Agreement &t any time by giving the other thirty
(30) days' priar written notite. We may terminate this Agreement without such
nofice ¥ you have materially breached this Agreement of, if in our sols
discrefion, Card sales transacted by you are irregular, the Card sales
conductad by you, the goods or services sold by you or your business
precticss vialate eny UL.S. federat, stete o lacal law, statute or regulation (e.g.
alding, faciitating ot offering Intsmst gambling eervices, astabllshing quasl-
cash, oradits or monetary value of any type that may be usad for intemet
gambling or any other llegal purpese), you have had, or may hava, an tnusual
or inappropriate number of Cardmember Inquires, cradt requests of
Chargoebacis during & relevant period, there are security concemes ragarding
your Card sales by any of your establishments, or your financial condition or
other condiions warant eariier termination, You agres to accept Gards and
follow the tarme of this Agreamant undll the termination becomes effective.
The terms in this Agreement and Operating Reguiations goveming the
acceptance of Gards, transmission and processing of Sales Data, and
mallielaphone order forms and Sstiement will continue to appiy even after the
iarmination of this Agreement, untll all Card fransactions made prior to such
trmination are ssitiad or resolved. Lipen terminetion of this Agreement you
agree to Immediately send us all Seles Data, mallitelephone crder forms and
documentation requirad in Section 4{a) not praviously submitted 1o us for any
Card salas made up to the date of tarminaion. We are not fiable to you for
any direct or consequentiel demages you may suffer as 8 result of our

_ tarmination of this Agreement.

17. Factoring. You agres that you will not factor any Card sales. See the
Operating Ragulstions for complete defalls regarding what consfiutes
factoring and the Kahlity you incur K you factor any Card sale.

18. Porformance of Duties. Nalfner paity shall be liable for Iis failure 1o
perform under this Agresment if such faliure arisss out of causes beyond the
control and withaut the fault or negligencs of such party. Such causes may
Include, but are not iimited to, acts of Ged, fine, wars or strikes.

19, Notices. You agree that you will send any notice to us that is required by
this Agreemant or. by the Cpetafing Regulations to the address specified Ih the ’
Operating Regulations. Wa agres that we wili send any notice to you thet is
raquired by this Agreement or the Operating Regulations to your addrast a6
specified above, If our records indicate that your address for nofices is the
same s your address for periodic reports, we may send notice of changes 10
the Agreament with your pericdic reports.

20, Captlons. The captions used in this Agreement are for refarence only
and will not be interpreted to limit ar define the taxt of this Agreement.

21. Miscellaneous. If any part of this Agreement is not enforceable, the
remalning provislons still remain valid and enforceable. We have not waived
any of our rights under this Agreement uniess we agree to do so in writing.
Each party agress fo comply with all appiicable laws and regulations in
connaction with the Card program and this Agreement.
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Discover® Network
Merchant Operating Regulations

These Operating Regulations
are incorporated into your
Merchant Services Agreement
as Exhibit A and contain
procedures which you must
follow in connection with
your acceptance of Cards.

DISCOVER

NETWORK

Al



Merchant Services Center
1-800-347-2000

Authorization Center (24 Hours, 7 Days)
1-800-347-1111 '

*

Si Requiere Mas Asistencia (En Espaniol)

Merchant Services (Spanish)
1-800-347-7009

Signage
1-800-347-2000
or visit our Website at www.discovernetwork.com

Merchant Security Department
1-800-347-3083
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1.0 INTRGDUCTION TO DISCOVER® NETWORK

1.1 Introduction
Discover® Network is the name used by Discover Financial Services, Inc. to operate the network that supports and
services Merchants who accept Cards, Discover Nerwork is one of the largest financial service providers in the world
bringing extensive resources and expertise to the Card plan and providing Merchants with a streamlined system of
authorization, processing and sertlement for Card transactions.

1.2 What Discover Network Means to You ) .
Discover Network offers you many benefits. Discover Network is commiteed to delivering services with the best
possible value to you, incloding:
» Competitive Merchant Fees .
» Increased sales volume through a variery of Cards displaying a Discover Nerwork acceptance mark
= Professionally staffed Merchant Services Centers
* Local representatives
* A streamlined system for settlement, with a variety of options for transmission of funds and associated reports
» Anthorization centers with 24-hour service, 7 days a week
+ An equitable Chargeback policy
. Dfifescoyexinemork.oom—our Internet site providing you with tools to help run your business more efficiently and
eective Y !

13 Ager:eament and Operating Regulations . .
These Operating Regulations are referred to as Exhibit A in the Agreement between you and us. These Operating
Regulations provide information on operational aspects of the Merchant relationship su:Epor:ed by us. Please make
sure that all of your employees are familiar with the procedures in the Agreement and these Operating Regulations
for identifying Cards, obtaining anthorization decisions and handling Card sales and remurn transactions. I you have
any questions, contact our Merchant Services Center at 1-800-347-2000.

After we approve your application for 2 Merchant Account, we may send you a written notice that identifies certain
important terms of your Agreement, including the applicable fees, This information is referred to as Exhibir B to
your Agreement. The Agreement includin, Fadgxibit A and Exhibit B, if applicable, collectively provide the terms and
conditions governing your acceptance ofB Cards. In the event of a co between the terms of these Operating
Regulations and Exhibir B, Exhibit B shall govern. '

14  Defined Terms

Terms used in these Operating Regulations shall have the meanings given to such terms in your Agresment, unless
otherwise defined herein. The following definitions supplement angs amend the definitions in the Agreement: “Card”
means {i) a valid payment card or access device displaying 2 Discover® or Discover Nerwork logo, service mark ot
acceptance mark identified in the Operating Regulations or as otherwise approved by us; or (i) the Card Account if
the Card is not present at a physical location. “Card Account” means the account represented by a unique account
number which the Cardmember may use as permitred by the Issuer. “Issuer” means a third party that we permit o
issue Cards, “Merchant Account® means the 15 digit account number beginning with 6011 assigned by us for your
use in connection with Card acceptance,

1.5  Merchant Numher
When we enter into the Agreement, we will establish one or more Merchant Accounts with unique merchant
numbers for your use in conducting your Card ransactions. Meschant Account numbers will be included on Exhibit
B, if apglicable, or periodic reports. We may also assign Merchant numbers to you that must be used for certain types
of Card transactions. You must use the appropriate numbex(s) assigned by us for all Card transactions. Merchant
numbers are Confidential Information unger tEe Agreement and remain our property. You may not assign them 1o
any relaced or unrelated third parties and you may not allow  third party to use ‘without our written approval,

1.6 tse of Third Parties

1.6.1 Use of Processars

Your use of any third ‘i:aan:y processor for Card transactions is subject to our approval, which we will not
unreasonably withbold. You are liable for the actions of, and all charges imposed by, any processor that
you use to perform your obligations under the Agreement or these Operating Regularions. If at any ime
during the term of the Agreement you elect to begin utilizing a processor, -or to change from an existing
processor to a different processor to perform your obligations under the Agreement, you mast notify us of
the change. Also, if such processor assesses or increases transaction fees to us, we may, at our option, adjust
your M;rchaf:: Fee to compensate us for our expense, or invoice you directly for the total amount of such
transaction fees.

1.6.2 Use of Settiement Pracessors
If you desi%nate a third party processor to receive Settlement for Card mansactions on your behalf, we shall
have completed all Sertlement obligations to you, including the obligation to pay Settf::mcnt, the timing of
Sertlement payment, any reporting and notices, when we have properly initiated Sertlement to the processar
in accordance with these Operating Regulations. Your use o? a processor to receive Sertlemenr for Card
transactions may result in the payment of amounts other than as specified in these Operating Regulations
and we are not liable for any delinquency or non-receipt of Sectlement amounts.

Discover Nerwork Merchanr Operating Regulations-Revised 10/04 1



163 Use of Terminal Pragrammers or Terminal Service Providers _

If you use a third party to program your terminal or point-of-sale {“POS"} device to accept Card
transactions or to provide any other services on your terminal or POS device, you are res nsible for the
actions and omissions of said third party in connection therewith. We are not responsible for the recovery
of amounts paid to third parties if we act in accordance with the Settlement payment directions

programmed on your terminal or POS device,

2.0  IDENTIFYING VALID CARDS

2.1

22

Identifying Cards i i
All valid Cards display a Card Account number beginning with the prefix “6011” and display one of the following
Discover Network logos, service marks or trademarks.

DISCOVER

NETWORK

Card Security Features .
You must verity that each card presented to you is a valid Card prior to initiating Card transaction. You may verify
the validity of a card by examining it to confirm that it includes the features described in this Section 2.2, Pleasc be

sure that you and your employees are familiar with the features of valid Cards, If we determine that 2 card involved

in a transaction does not display one or more of the features of a valid Card, we may Chargeback the Card
trapsaction to yoil..

Note: Pictures in this section highlight the standard security features on Cards, but may not represent the actual size
of such features on all Card types.

221 General Purpose Dehit and Credit Cards-Security Features
A, The word DISCOVER will appear in ultraviolet ink on the front of the Card when it is held under an
ultraviolet light. ‘

B. The Discover hologram has distnct images:
1, Sphere
2, Water
3. Stars

C. The embossed Cardmember name.

D. Account numbers on Cards are made up of four groups of four digits totaling
16 numbers and always start with 6011. The embossed numbers shonld be clear and uniform in size
and spacing and should extend into the bologram.

E. The expiration date appears in a MM/YY format after the words “valid thru” and indicares the last

month in which the card is valid.

The special embossed D appears on the same line as “Member Since™ and “Valid Thru.”

. The magnetic stripe.

. The signature panel must be signed by the Cardmember or authorized user in order to validate the
Card, The full 16 digit Card Account number or the last four digits of the Card Account number
(“runcated Card Account number”) on the signature anel should march the number embossed on the
front of the Card and should appear in reverse-indent printing. On all standard Cards, the Card
Account number is followed by Card Identification Data (*CID”).

L. Depending on the issue date of the Card, you may see an overprint pattern on the signature panel that
either reads Discover Network or the name of the card {i.e., Discover, Discover Platinum), and an
underprint of “void.”

I Iv)vfdaendml; on the issue dare of the Card, 2 Discover™MOVUS or Discover Nerwork acceprance mark

ill appear on the back of the Card.

K. Dfeghencci:ingdon the issne dare of the Card, a Discover Network acceptance mark may appear on the front
of the Card. .

el R
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2.2.2 Discover 2605 Card-Security Features i o

The Discover 2G05M Card is issued to Cardmembers as a second; convenient version of their Dzscove_r@

Card. It has an innovative shape and carrying case that can be carried on a key chain or as 2 money clip.

You can elecrronically swipe the magnetic stripe while the Card is either inside or outside of the carrying

case. If you are required to submit an imprint of the Discover 2GO Card, you should ask the Cardmember

to present their standard shaped Discover® Card.

A. Distinctive Discover 2GO Card logo.

B. The word DISCOVER will appear in nleraviolet ink on the front of the Discover 2GO Card when it is
held under an uirraviolet light.

C. The Discover hologram, located above the Discover 2GO Card number, has a distinct circular shape
and images:

1. Sphere
2. Water
3. Stars

D. The embossed Cardmember name.

E. Account numbers on Discover 2GO Cards are made up of four groups of four digics totaling 16
numbers and always start with 6011, The embossed n rs should be clear and uniform in size and
spacing.

E 'I'hﬁ:::pimﬁnn date appears in a MM/YY format and indicates the last month in which the card is
va

G. The special embossed D appears on the front of the Discover 2GO Card.

H., The magnetic stripe. :

I The last four digits of the Card Account number are u.&annted on the back of the Card. The rruncated
Card Accounr nember is followed by the Card Idendfication Data (“CID”).

J. You will see an overprint tgatl::m on the signature panel that reads DISCOVER 2GO. An underprint
of “void” will appear on the signarure panel if it is altered.

K. A DiscoversNOVUS or Discover Nerwork acceptance mark appears only on the back of the Card.

Discover Nerwork Merchant Operating Regnlations—Revised 10/04 i
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3.0

293 Stored Value Cards-Security Features
The features described below are found on stored value Cards. However, the placement of these features
may vary.
A. The Discover hologram has distincr images:
1. Sphere
2. Water
3. Stars

OR

The front of the Card may display either: “Not valid for more than $500” or a fixed denomination
on the Card ($25.00, $50.00, etc.).
. Account numbers are made up of four groups of four digits totaling 16 numbers and always start with
6011, The embossed numbers should be clear and uniform in size and spacing.
. The embossed expiration date appears in a MM/YY format and indicates the last month in which the
card is valid,
. ‘The special embossed D appears on the front of the Card.
. The magnetic stripe.
The signature panel must be signed by the Cardmember in order to validate the Card. Either the full 16
digit Card Account number or the last four digits of the Card Account number on the signature panel
shouid match the number embossed on the front of the Card and should atﬂpw in reverse indent print
F‘lgﬁg nt;:e Card Account number on the signature panel is followed by the Card Identification Data
G. Dfeghen%ingdon the issue date of the Card, a Discover/NOVUS acceprance mark may appear on the back
0 & Lard.
H. Dfeggl:ccl:ingdon the issue date of the Card, a Discover Network acceptance mark may appear on the front
o ard. :

mED O W

GENERAL REQUIREMENTS

3

3.2

33

34

35

3.6

37

Surcharges : .
Unless otherwise agreed npon by us in writing, you may not impose any surcharge, levy or fee of any kind for any
transaction where a Cardmember desires to use a Card for any purchase of goods or services.

Test Cards .

If we have issued you a test Card-or test account in order to test Card acceptance at your locations, you are liable
for any improper or fraudulent use of such Card or Card Account by any of your employees. You agree to use
reasonable efforts to safeguard such Card or Card Account in 4 secure place.

Cash Advances and Cash Equivalents .
You may not accepr a Card in exchange for advancing cash or cash equivalents {i.c. value on the Internet for
e-commerce transactions) to a Cardmember, unless you and we have agreed in writing. If youn dispense cash or cash
equivalents in connection with the presentation of & Card without our permission in the form of a written agresment,
euch a Card transaction is subject to Chargeback to you as described in Section 8.2, regardless of whether your

agreement with the Cardmember describes a cash advance or cash equivalent as a sale of goods or services.

Checks

You may accept checks which have been issued to Cardmembers in connection with Card Accounts. You should
handle b aE:k like any other check. Questions should be addressed to your provider of services for processing checks
or your .

Empleyee Purchases .

Your owners, officers or employees may not conduct cash advances, sales or returns for goods or services with yon
using any personal Card, except for bona fide purchases in the ordinary course of business. You are responsible for
the actions and omissions of your employees and agents in connection with your acceptance of Cards and your
obligations under the Agreement and these QOperating Regulations.

Minimum/Maximum Dollar Limits and Other Limits

You may not require that any Cardmember make a minimum dollar purchase in order to use a Card and, other than
when we have not authorized a Cardmember’s trapsaction, you may not limit the maximum amount that a
Cardmember may spend when using a Card.

Equal Treatment of Card Sales versus Sther Cards
You may not institute or adopt any practice that discriminates or provides unequal treatment for users of a Card
versus any other card products that you accept,

Discover Metwork Merchant Operating Regulatons-Revised 10/04
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4.0 ACCEPTANCE OF CARD TRANSACTIONS

&1 Card Acceptance Requirements
You must perform each of the following functions for each Card sale that you accept.

4,1.1 Card Expiration Date
Check the expiration date on the Card. The Card is valid through the last day of the month embossed on
the Card. If tﬁe Card has expired, you cannot accept it for a transaction unless explicitly permitted lg us
in writing in an amendment to these Operating Regulations that is recorded in our records, If a Card
pre.sentedg to you has an expired date, please call the Authorization Center at 1-800-347-1111,

41.2 Signature on Card
Verify that there is a signature on the signature line on the back of the Card and that the name on the back
of the Card marches the name embossed on the front of the Card.

4121  Unsigned Cards . .
Tf a Card presenred to you is not signed, %uest two pieces of identification, one of which is a
government-issued picture identification. When you have confirmed that the person presentng
the Card is the Cardmember, have the Cardmember sign the back of the Card.

4.1.3 Obtain Authorization
Obtain an authorization decision for the Card sale as described in Section 4.4.

414 Prepare and Transmit Sales Data
Prepare Sales Data documenting the Card sale as described in Section 4.2 and transmit Sales Data to us as
described in Section 7.1 of these Operating Regulations.

42 Preparing Sales Data Documenting Card Sales-

421 General
You must include all merchandise and/for services purchased at one time and at one cash register on one
Sales slip if you pregare paper Sales Data, or in a single electronic transmission of 'Sales Dam, unless
otherwise approved by us in writing. You may use a separate Sales slip or a separate transmission of Sales
Data for bona fide deposits, partial payments and Card sales that are charged to more than one Card. You
must prepare and fully complete Sales Data for each Card rransaction as described below. You must provide
the Cardmember with a completed copy of the Sales Data at the time of each complered Card rransaction.

4.2.2 Electronic Data Capture
You must use a terminal or point-of-sale device that is capablé of performing electronic authorization and
data capture services under the following circumstances: ngd sales where the Card is not present including,
without limitation, mail/telephone order sales, sales over the Internet and recurring billing transactions.
You must compare the Card Account number on the Sales Data printed by the elecrronic terminal o the
number on the Card to confirm that they match, If they do nor match, you may not accept the Card sale
and if you do, the Card sale is subject to Chargeback to you as described in Section 8.2.
For transactions that are dara-captured by electronically reading or scanning a Card using 2 point-of-sale
(“POS®) terminal, you are generally not required to obtain 2 Card imprint on the Sales Data, unless
otherwise required in Section 4.2.3. However, if you are upable to capture the required Card dara by
swiping the Card through the point-of-sale terminal, you must obtain a ciear imprint of the Card on the
Sales Dara. Examples include, Eut are not limited to, 2 defective magnetic stripe or in-terminal card reader.
For each Card sale, you must produce a copy of the Sales Data for the Cardmember. You must include all
of the following information on the Cardmember’s copy of the Sales Dara:
* The Card Account number; provided that you must display a truncated Card Account number on the

Sales Data where required by law. :

The Cardmember’s name if embossed on the Card, unless prohibited by law.

The Card expiration date, unless prohibited by law.

The Merchant’s name.

A description of the merchandise or service purchased.

The total amount of the Card transaction (including sales tax and/or tip).

The transaction date.

s The authorization approval code.

423 Paper Sales Data

If yon c}o not use a POS rerminal to electronically scan or read Cards, you must use a suitable imprinter to
clearly imprint the embossed information from the Card on the Sales Data and you must full complere the
Sales Data as described below. After imprinting the Sales Data, fill in the information described below and
ensure that all printed and written information is clearly readable on all copies. If yon cannet imprint a
Discover 2GO Caxd, you should ask the Cardmember for their standard Card that can be imprinred. If we
do not receive paper Sales Data from you by the deadline in Section 7.1, yon may be charged a fee in the
gmsann_t mc;uéated by us in writing in your Agreement, Exhibir B or other notification from us, as described
in Section 9.3.

Discover Network Merchant Operadng Repulations—Revised 10/04 5

A-13



4231

£232

£233

£23.4

Sales Data Reguirements .

1. Quantity and brief description of the merchandise or service.

Transaction date.

Authorization approval code from us.

. Employee initials.

Dollar amount of the transaction.

Sales tax.

" Toral dollar amount of the transaction including rax and tip.

{Note: Do not write outside of this box.}

8. Cardmember’s signarure, unless the rerms of the Agreement explicitly state thar you are not
required to obtain the Cardmember's signarure for certain types of ‘Card sales. The
Cardmember must sign the Sales slip in your presénce. The Cardmember's signature on the
Sales slip must march the signarure on the back of the Card. Compare the signature on the
back of the Card with that on the Sales slip and verify they match,

9. The words “Card Not Present” must be written on the Sales slip in liew of the
Cardmember's signature in sales where the Card is not physically present.

R
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Delayed Delivery Sales .

For delayed delivery sales, you may preparé separaie Sales slips for deposits and final payments
if yor and the Cardmemﬁ:r enter into a payment plan. One Sales slip should be labeled
“Deposit” and one labeled “RBalance,” You may not remit the Sales slip (either manually or
electronically) labeled “Balance” untit the mer ise is delivered or services are completely
performed. If you have an electronic data capture terminal, but you are unable to process
the Card transacdon through it, you must follow the procedures for preparing Sales Data.
A separate anthorization decision must be obtained for the amount on each separate Sales
sﬁg s ai.ls billed to the Cardmember {see Section 4.4 for further instructions on Authorizing
a Card sale).

Card Not Present Sales

Tf the Card is not-physically present, you must preparc Sales Data as described in 4.2.3.1,

except you must write the words “tard Not Present” on the Sales slip in lien of the
Car&ncmber‘s signature and you must comply with the requirements in Section 5.0 for the
preparation and submission of Sales Data.

Preparing the Merchant Settlement Batch Transmittal

for Sales not Submiited by Electronic Means

If you send paper Sales slips to us, you must comply with the following requircments. Each
batch of Sales Data prepared by you must contain no more than 40 Card sales andfor Credit
slips and must be accompanied by a Merchant Batch Transenittal form, Each batch of paper
Sales Data should be prepared as follows:

A. Using your Merchant identification plastic provided by us, imprint a Merchant Barch
Transmittal form the same way as a Sales slip. Fill in the following information:

1. Total number of Sales skips.

2. Toral dollar amount of Sales slips.

3. Total number of Credir slips.

4, Total dollar amount of Credit slips.

5. Total ner amount (sales minus Credirs).

6. Mailing date.

7. Signature of an authorized representative of your establishment.
8. Merchant phone number.

B. Place the hard copy (last) part of the Merchant Batch Transmirral form in the front of the
Sales slips and Credit slips. Rerain the other pars(s) for your records.

C. Use the pre-addressed transmittal envelope to mail the batch of Sales slips and Credic slips
Io us. Do not submit Sales slips in a barch unil the merchandise or service has been
cci:eli\ét_:reclii or furnished o the Cardmember. Submit only one copy of each Sales slip or

redit slip.

Discover Neework Merchant Operating Regularions—Revised 10/04
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43  Credits for Retuns .

We will honor your return policy s long as it complies with all federal, stat¢ and local laws and is clearly posted or

otherwise made known to tﬁe Cardmemier at the time of the Card sale, We may request a copy of your return policy

at any time. If a Cardmember returns goods or services purchased with a Card in accordance with your policy, you
must eEi\ﬂ.a a credit to the Cardmember’s Card Account by completing a Credit slip, as described in Section 4.3.1
(“Credit™). If a Cardmember receives merchandise or services that are defective or not as ffgtaed upon at the time of
the Card sale, you must give the Cardmember a Credit, if requested by the Cardmember, If you do not give credit to
the Cardmember’s account, the Card sale may be subject to Chargeback to you as deseribed in Section 8.2. You must
rransmit Sales Dara evidencing a Credit to us for each Credit transaction within the number of days described in
Section 7.1 after you have issued the Credit 1o the Cardmember or you may be charged a fee as described in Section
5.3, You must give evidence of the Credit to thg Cardmember, You shall pay us the amount of all Credits on Card
sales as described in the Agreement and Section 7.2 of these Operaring Regulations.

431 Preparing the Credit Slip for Returns

You may not give cash refunds for Card sales. You are not required to obtain an authorizarion decision in

order to issue a Credir. You may issue a Credit to a Card Account only for 2 Card sale originally made with

a Card. In the case of even exchanges, you are not required to prepare and submit Credit slips. For uneven

exchanges, you must prepare a Credit slip for the total amount of returned merchandise and new Sales Data

for the new merchandise purchased andp you must provide a copy of the Credit slip and the Sales Data to

the Cardmember, The Credit amount may not exceed the amount of the original Card sale. You must foliow

these procedures when preparing & Credit slip for a previous Card sale:

A. Check the Card for a valid expiration date and signature. If the Card is no longer valid, please call the
Authorization Center at 1-800-347-1111. .

B. If you do not use a POS terminal to electronically scan or resd Cards, imprint the Credit slip as
described below, (Ensure that all printed and wrirten information is clearly readable on all copies.)

Credit data requirements:

1. Quantity and brief description of merchandise or service returned.
2. Date of the credit issuance.
3. Dare of the otiginal sale transaction.
4. Dollar amount of the credir.
5. Sales tax credit.,
6. Total dollar amount of the credit.
7. Reason for the credit. ‘
8. Signature of an authorized representative of your establishment.
@
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44 Dbtaining Authorization Decisions

Authorization is the process by which the Issuer provides a responsc as to whether credit is available on the Card
‘Account involved in the Card transaction. You must obtain a positive anthorization decision or approval before
complering a Card sale for any transaction. For delayed delivery sales, you must obtain a positive authorizacion
decigion or approval before you submit Sales Data to us for the Card sale. The anthosization approval code you
receive will be valid for 90 days. You may obtain authorization decisions from us by ¢lecrronic terminal or telephone.
We will provide you with an authorizacion ap roval code, which must be written on the Sales slip, unless you
obtained the authorization decision using an electronic terminal or cash register in which case the authorization
approval code will be printed on the Sales Data.

Discover Network Merchanr Operaring Regulations-Revised 10/04 7
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4.4.1

hh2

443

hL4

445

446

Data Transmission Requirements for Authorization Requests o

I you accept a Card for a sale withour receiving an authorization approval as described in this section, we
are not reguired to pay you for the Card sale and if we have already paid you, we can process a Chargeback
as described in Section 8.2. Even if a positive authorization decision or approval is granted for a Card sale,
it is not a guarantee of payment. A Catd sale may be subject to Chargeback to you for other reasons s set
forth in these Operating Regulations or the Agreement.

4411  CVV Data Reguirements
If you use an electronic terminal, you must transmit to us the complets and unaltered contents
of the magneric stripe on the Card presented for the transacrion for each Card sale, along with
cach authorization request you send to us. The magnetic stripe includes Card Verificarion
Value (*CVV"} data which indicares that the Card was present at the time of the Card
transaction, You must transmit CVV data to us with each authorization request where the
Card is swiped through your terminal or POS device, If we do not receive the complere and
unalrered contents of the magnetic stripe, including CVV data, where required with each
authorization request as described above, you may be charged a fee as described in Section 9.3.

4412  CID Requirements )

You may submir the Card Identification Data (“CID”) to us with the authorization request to
agsist in the verification of a Card transaction except for the first instaliment of a ecurring
billing transaction where you must submit the CID to us with the authorization request {see
Section 5.3). We may reguire you to submit the CID for all, or a specific portion, of your
authorization requests, We will send you written norice if you are required to submit the CID.
If you do not submit the CID to us after we have notified trcm that you are required 1o submit
it, you may be charged a fee (see Section 9.3) and the Card sale may be subject to Chargeback
{see Section §.2). You must not store the CID as described in Section 12.7.

Cardmember Verification and Card Retrieval

Occasionally, for verification purposes, we may ask you to request cercain information from a customer
that has presented a Card. Also, the Issuer’s security area may request that yon take and retain 2 Card from
2 cusromer. If requestad, follow the instructions of the Security representative, Do not use sny force or sffort
if the customer refuses to give up a Card, and do not taks any acion which will alarm or embarrass the
customer. Do not attempe to retain the Card if you are concerned for your safety. You agree to advise all
of your employees of these terms.

Down-Time Authorization Procedures for Electronic Terminals

If you use an electronic termminal to obtain authorization decisions for Card sales, follow the procedures
given to you by your terminal ‘provider for the use of that terminal. If a “call center™ referral code is
displayed, call the Authorization Center at 1-800-347-1111 1o obtain further instructions. If your electronic
terminal is not operating, you must contact the Authorization Center 1o obtain authorization decisions by
telephone for all Card sales. Please refer to Section 4.4.4 for more information. on using this service.

Telephone ("Voice™) Authorization Procedures

If yon must use the telephone to obtain authorization decisions for Card sales, you must call the
Authorization Center at 1-800-347-1111. [f when calling the Authorization Center, the authorization
decision is provided by a Merchant Services Representative rather than our automared service, you may be
charged a fee in the amount described in your Agreement, Exhibit B or other notification from us, as
described in Section 9.3. Please provide us with the following information for each voice authorization
request: :

» Merchant Account number assigned to you (15 digits).

v Card Acconnt number (16 digits).

» CID, as described in Section 4.4.1.2.

s Card expiration date (4 digirs).

« Dollar amount of transaction including tax and tip {dollars and cents) followed by the # sign.

If authorization approval is granted, you will be given an authorization approval code. You must write this
code in the appropriate box on the Sales slip. (See Sales Data preparation procedures in Section 4.2.) K yon
are unable to obtain an authorization decision using electronic means and you subsequently receive an
authorization approval by telephone as described above, you must complete the Card transacrion {complete
a force sale entry or override transaction following the procedures supplied by your terminal provider} and
obtain an imprint of the Card. If the imprint does not display all of r.ﬁe fearures on valid Cards described
in Section 2.2, the Card transaction is subject to Chargeback to you as described in Section 8.2,

Declined Authorizatien Procedures

If a Card is invalid for a transaction, you will receive a negative or declined authorization decision, Under
10 circumsrances should you or your employees comment on the transaction. Direct the Cardmember o
contacr the Issuer at the telephone number provided on the back of the Card or as otherwise distribured by
the Issmer. If you submir Sales Data to us for a Card sale with a declined authorization decision, we may
Chargeback the Card sale to you as set forth in Section 8.2.

Obtaining Authorization for Recurring Billing Sales Transactions

If we have approved your acceptance of Cards as payment for recurring, installment or other periodic
billing plans with your cusromers, you must receive a separate, current authorization decision for each
discrete installment prior o submirting Sales Data to us. You must transmit all authorization requests on
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recurring billing installments to us in our form and format which is described in Section 5,3.1 and you must
use an electronic terminal to obtain authorizadon decisions for these transactions. If we or you have
rerminated the Agreement, you may not submit installments that are due after the effective date of
reemination. If the Cardmember who agreed to the installment plan ceases ta be a Cardmember due to his,
her or our termination of the relationship, you may not submit any further installments and you must find
an alternate method of collecting payment from the Cardmember. If wt authorize one inst Iment, that i
not a guarantee that any futnre installment(s) will be authorized or paid. If, at any time, a Cardmember
raises a dispute with respect to any inszallment payment or the goods or services you agreed to provide, we
may, at our discretion, Chargeback a certain installment and any other installment transactions yon have
anemitted to us described in Section 8.2. Please refer to Section 5.3 for complete procedures on the
acceptance of Cards as payment for recurring, installment or other periodic billing plans.

447 Request for Canceliation of Autiorization
If a Card sale is cancelled or the amonnt of the Card sale changes and you previously obtained an
authorization approval, you must call 1-800-347-1111 and request a cancellation of the authorization
approval. An audp:lorization approval can be cancelled ar any time within eight days of your receipt of the
au:horizlation approval. Be prepared to provide the following information when canceling an authorizatian
approval:
» Merchant Account number assigned to you (15 digits).
» Card Account number {16 digits).
» Card expiration date (4 digits).
« Dollar amount of transaction including rax and tp {dollars and cents).
* Original authorization approval code.

448 Authorization Fioor Limit .

For some Merchants, we may assign a Floor Limit for Card sales awc.r]:]cjptcd by you. If 2 Floor Limir other
than $0 has been established for the Card sales accepted by you, it will be indicated in your Agreement or
Exhibit B, as modified from time to time, as set forth in our records. If at any time you begin to authorize
Card transactions electronically, your Floor Limit may be reduced to $0, meaning that you mnst obtain
authorization decisions for ALl Card transactions, unless the terms of your Agreement explicitly provide
for 2 Floor Limit above $0 and electronic authorization of Card sales. I you accept a Card sale ator above
the Floor Limit assigned to you withour obtaining an authorization approval, we may Chargeback the Card
gale to you as st gth in Section 8.2. You should not construe the assigned Floox Limit as a puarantec
against a potential Chargeback. If you fail to com Iy with the Floor Limit, you shall be liable for the entire
amount of the rransaction, not just the portion otp e Card sale in excess of the assigned Floor Limir,

449 Down-Time Authorization Procedures

If the authorization sysrem is not available and yon do not uee a third party processor to obtain
authorization, the Floor Limit for the length of the system down-time is $150 for only those Card sales
involving purchases of merchandise for which a Cardmember takes immediate possession. You should not
use this Floor Limit to authorize orders requiring delayed delivery or for the urchase of services; instead,
you must wait to obtain authorization unti the authorization system is available. The exact dare, tme and
duration of the system outage will be recorded by us. In order to avoid Chargeback of an unauthorized
transaction during a system down-time, note the exact tme of the transaction in the approval box on the
Sales slip. The existence of any down-time is considered confidential information and should not be shared
with the Cardmember.

4410 Address Verification Service (CAVS™)
You must use our Address Verification Service (“AVS”} ro verify the Cardmember’s billing address for all
Card sales thar ar= not swiped through your terminal or POS device, inciuding without limitation, Internet
Card sales as described in Section 5.2 and Card sales by mail and over the relephone as described in Section
5.1, You must obtain address verification from uns by 11:5% p.m. Fastern Standard Time on the same day
that you reguest an authorization decision for the Card sale, regardicss of whether the authorization request
is approved or declined. If you do not obtain an address verification by the deadline set forth above, you
may be charged a fee in the amouat set forth in your Agreement, Exhibit B or other notification from us as
described in Section 9.3.
To obtain address verification for a Card sale, yon must comply with the following procedures.
o Use an electronic terminal to request address verification; or
» If you do not have an clectronic terminal or are unable to obtain an address verification using your
electronic terminal, you should call us at 1-800-347-1111 to obtain address verification. If the address
verification is provided by a Merchant Services Representative over the telephone rather than our
automared service, you may be charged a fee in the amount set forth in your Agreement, Exhibit B or
other notification from us as described in Section 9.3. When calling to obtain address verificadon, please
provide us with the following information:
e Merchant Account number assigned to you (15 digits}
# Card Account number {16 digirs)
» Numeric portion of the Cardmember’s billing address {5 digits)
» ZIP code of the Cardmember's billing address {5 or 9 digits)
Note: These Address Verification procedures are not a guarantee against Chargebacks.
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45

4.6

4411 ?re:ial Procedures for Merchants with Customer-Activated Terminals (‘CAT Terminals )
you are & Merchant that operates a customer-activated terminal (“CAT Terminal®), 1o accept C_Iard
transacrions at locations that sell primarily petroleum-related products, you must contact us as described
in Section 6.3 for permission to use the procedures in this section. If our records do not indicate that you
are permitted to use these procedures and you do so, your Card wransactions are subject to Chargeback as
described in Section 8.2,  we permitwyou to use these procedures, you may transinit authorization requests
in an amount of $1 or an amount otherwise agreed to by us in writing, to verify the validiry of a Card
presented on a CAT Terminal; provided thar each authorization request must comply with the following
requirements:
« The Card involved in the transaction at the CAT Terminal must be present at the time of each
anthorization request.
« No authorization requests may be transmitred for Card transactions over the Internet, mail or relephone.
¢ Fach authorization request must include the entire, unaltered contents of either Track 1 or Track 2 of the
magnetic stripe of the Card.

Code 10: Suspicious Situations )

If you are suspicious of the validity of a Card or the presemter of the Card for any reason, you should notify the

Authorization Center ar 1-800-347-1111 using the Code 10 Authorizarion procedures described below, Code 10

Authorizarion procedures apgly onﬁ; to siruations where the Card is physically present, but can be used repardless

of the dollar amount of the Card sale or the applicable Floor Limit.

¢ Call the Authorization Center and ask for a Code 10 Authorization (select Option 3). This will automatically
direct you to the security area of the Issuer

* Security personnel will ask you a brief series of “Yes” or “No” guestions abont the Card or the presenter, and may
ask your employee to request confirming identtification from the presentes.

o If the Security representative is able to confirm the identity of the presenter as a valid Cardmember or authorized
user of the Card, an authorization decision for the Card sale will be given and the presenter will not be aware that
anything unusual has transpired.

s Some Issuers may request that you retain a Card. If your employe is instructed to retain the Card, your employee
should do 5o, but only if permitted by your policies and only by peaceful and reasonable means.

Arrests for Fraudulent Card Usage

Some Igsuers may request you to cause the arrest of a Card presenter who is suspected of the fraudulent use of a
Card, When complying with such a request you must use reagonable, lawful means, and must have the arrest made
by local law enforcement authorities. Your em loyees or agents should never physically detain or harm the person(s)
that presented a Card. You agree that you and your employees will not initiate an arrest of a Card presenter for use
of a Card c:m:i: at the Issuer’s request. A Merchant that causes the arrest or prosecution of any person for use of 2
Card withou the Issuer’s direct request or that fails to use reasonable, lawful means in effecting an arrest which has
been requested by the Issuer, will bear all responsibility for claims, Habilities, costs, and expenses resulting from such
argest or prosecution.

5.0 CARD NOT PRESENT SALES

5.1

Mail and Telephone Order Card Sales

You may accept Cards for telephone or mail order sales if you comply with the following procedures and rhe

requircments in the Agreement. You must obrain an anthorization decision for each mail or telephane order Card

;allc as described in Sections 4.4 and 5.1.1. You must document the Card sale and send Sales Data to us as described
elow.

6.1.1 Obtaining Authorization
For each mail or telephone order Card sale, you may transmit the CID with the authorization request as
described in Section 4.4.1.2. If you accept (ard sale without receiving a prior authorization approval as
described in Section 4.4 or without transmitting the CID in the authorization reques, the Carr? sale may
be subject to Chargeback to you as described in Section 8.2. If you do not submit the CID in the
authorization request, you may be charged a fee as described in Section 9.3.

§.1.2 Address Verification Requirements ‘
For each mail or relephone order Card sale, you must comply with the address verification procedures in
Section 4.4.10 or you may be charged a fee as described in Section 9.3.

51.3 Documentation of Card Sales
In addition to complying with the requirements for preparation of Sales Data in Section 4.2, you must
obrain the following information from the Cardmember for each mail or telephone order Card sale:
Cardmember name, Card Account number, Card expiration dare, billing address and shipping address, if
different than the billing address, You must rerain such information along with the shipping date for the
document retention period in the Agreement. You shall provide the shipping date to the Cardmember at

the time of each telephone order Card sale and upon request for each mail order Card sale.

514 Transmission of Sates Data
For each mail or relephone order Card sale, you must transmir Sales Data to us each Business Day in our

form and format. All Sales Data shall be rransmitted to us using an electronic means of transmission. You
must not transmit Sales Data to us for merchandise or services ordered by a Cardmember until the

10
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merchandise or services have been shipped, delivered or furnished to the Cardmember; except that you may
accept a Card for a deposir on 3 urriase of merchandise or services and you may transmit the Sales Data

relating to such deposit prior to the time of shipment or delivery of the merchandise or services purchased
in such Card sale,

515 Delivery Requirements
At the time of delivery of merchandise or services ordered in a mail or telephone order Card sale, you must
rovide the Cardmember with an invoice or other documentation that includes the information obtained
g’om the Cardmember in Section 4.2.3. You also must obtain the Cardmember’s signature as proof of
delivery if delivery is made to the Cardmember. If the Cardmember requests delivery to a third party, you
must obtain the signature of a party designated by the Cardmember as proof of delivery. You must retam
this proof of delivery for the docnment retention period set forth in the Agreement. If a Cardmember takes
delivery of merchandise ordered by mail or telephone at your retail location, you must obtain an imprint
of the Card and the Cardmember's signature on the Sales Data.

5.2 Card Sales Dver the internet
You must obtain our prior approval before accepting any Card transactions over the Internet and you must comply
with the requirements in the Agreement and these Operating Regulations for each Card sale accepted over the
Internet. Any Card sale that does not comply with the Agreement and these Operating Regulations is subject to
Chargeback as described in Section 8.2. For sach Card sale over the Internet, you must comply with the requirements
in Section 5.1 and the réquirements in this section.

521 Proiocoe! for Internet Card Transactions .

Each Internet Card transaction accepted by you and submitred to us shall comply with our standards,
including, without limitation, our standards governing the formatting, transmission and encryption of data,
referred to as our “designared protocol”. You shall accept only those Internet Card transactions that are
encrypted in accordance with our designated protocol, As of the dave of these O rating Regulatons, our
designated protocol for the encryption of data is Secure Socket Layer (SSL). We may, at our discretion,
withhold Settlernent until security standards can be verified. However, our designated protocol, including
any specifications with respect to data encryption, may change ar any time upon 30 days advance wiitten
notice. You may not aceept Card Account numbers through Elscironic Mall ovar the Intarnet.

522 Browser Support for Protocol
You shall net accept any Internet Card transactions unless the transaction is sent by means of a browser
which supports our designated protocol. However, if you desire to accept a Card transaction from a
Cardmember whose browser does not support our mmd protocol, you may accept such a Card
Ep:

transaction by means other than the Internet, such as hone or facsimile.

523  Authorization and Submission Reqﬁiramenis
You shall not accept any Internet Card transactions except in compliance with the Agreement and these
{C:)p%razing Regulations, Additionally, you shall comply with the following requirements for each Internet
ard transaction:

e You must obtain an authorization decision for the Card sale as described in Sections 4.4 and 5.1.1 using
an electronic means of transmission that is approved by us. ‘

o You may submit the CID to us as described in Section 4.4.1.2. 1f you do not submit the CID to us, the
Card sale may be subject to Chargeback as described in Section 8.2 and you may be charged a fee as
described in Section 9.3,

o You must obtain address verification for the Ciird sale from us using the procedures described in Section
4.4,10 or you may be charged a fee as described in Section 9.3.

o You must submit Sales Data using an electronic means of transmission and you must comply with other
requirements in Section 7.1. You may not-submit Sales Data to us using non-electronic means.

* You must not submit Sales Data to us until the merchandise or services ordered are delivered to the
Cardmember. :

524 Data Security
You agree to comply with our information security requirements for Card transactions, as described in
Section 12.6. Please review the requirements in Section 12 and confirm that your procedures comply with
such requirements before accepting any Card transactions over the Internet.

5.25 Chargeback for Nencompiiance
Any Card transaction over the Internet thar fails to comply with the Agreement or these Operating
Regularions is subject to immediate Chargeback as describeg in Section 8.2. We may collect any amounts
owed by you with respect to Chargebacks on Internet Card transactions from the proceeds of Sertlernent
amounts otherwise payable for any Card transactions. We may;, at our discretion, terminate the Agreement
immediarely if you fail to comply with these rerms.

53 Recurring, Installment or Other Periodic Billing Pians
I you accept Cards for recurring, installment or other periadic billing plans (“recurring billing™), you must cormpl
ith the requirements described below before initiating 2 series of Card rransactions and also with respect to cacﬁ
individnal Card transaction. A recurring billing plan means an obligation, either of fixed or variable amount that
is paid by a Cardmember with a series of charges 10 2 Card Account over a period of time.
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53.1

832

533

Requirements-Overview ' .

You must comply with the requirements in Section 4.4 and those described in this section with respect to
each amount billed to a Card Account pursuant [0 a recutring billing plan. If you fail to comply wich an
of the requirements in Section 4.4 or in this section, or if a Cardmember raises a dispure at any ome wit
respect to a Card sale involving a recurring billing plan or the goods or services that you agreed to provide
in 2 recurring billing plan, we may, at our discretion, Chargeback any iristallment that is subject to dispute
in addition to any installments that you previously submitted to us, in accordance with Section 8.2.

* You must obtain and preserve a record of the Cardmember's approval, as described in Section 5.3.2, for
a recurring billing plan that charges amounts to 2 Card Account.

« You must receive 2 separate, current authorizarion decision from us for each ingrallment billed to 2 Card
Account under a recurring billing plan, Each request for an authorization decision for a recurring billing
transaction must be transmitted to us in our form and formar unless otherwise agreed upon in writing
by us as indicated in our records. Our form and format are described in our Authorization Message
Formats. The ISO recurring billing processing codes of 13, 14 or 15 must be transmirted with the
authorization approval. If an authorization approval is provided to you for a Card sale for an installment
payment pursnant to a recurring billing lam, that is ot a antee that any fature installment billed to
a Card Account will be authorized or paid by us. Please refer to Section 4.4 of the Operating Regulations
for an explanation of kow to obtain authorization decisions for Card eales.

o You must submit the CID to us for the first instaliment of a recurring biliin:i plan. If you do nor submit
the CID 1o s for the first recurring billing transaction, we may Chargeba all of the recurring billing
installments that you submit to us as described in Section 8.2 and you may be charged a fee as described
in Secrion 9.3. You must not store the CID as described in Section 12.7.

e The Sales Data that you tansmit-to us for recurring billing transactions must oompg with the
requirements in Section 7.1, If you do not comply with the deadline for submission of Sales Data in
Section 7.1, you may be charged a fee in the amount set forth in your Agreement, Exhibic B or other
notification from us, as described in Section 9.3. If we or you terminate the Agreement, you may not
submir Sales Data to us for recurring billing Card sales that are due after the effective date of rerminartion.
If 2 Cardmember who agreed to a recurring billing plan ceascs o be a Cardmember due ro his, her or
our termination of the relationship, you may not submit Sales Data to us for any further installments on
that Card Account and you must find an alternate method of collection from the Cardmember.

Cardmember’s igproval

You must obtain the Cardmembet’s written approval to charge amounts to their Card Account over the
term of the recurting billing plan. If you use the Internet or another electronic process to receive an
application from 2 Cardmember for a recurring billing plan, you must remin electronic evidence of the
Cardmember’s approval of the recurring billing plan. In any evenr, the Cardmember’s approval, whether
written or’electronic, must inclade all o?thc fcﬁowiug information:

o Cardmember’s name, address, and Card Account number

e Amount of each installment, rmless the amount of the installment varics.

» Timing or frequency of payments.

o Length of time over which Cardmember permits you to bill installments to the Card Account.
Merchant Account number assigned to you.

Card expiration date.

Dollar amount of transaction including tax and tip {dollars and cents).

You must retain evidence of the Cardmember’s approval of the recurring billing plan for the longer of either
the term of the recurring billing plan or the document retention period in the Agreement. Upon our request,
you must provide us with evidence of the Cardmember's approval of the recurning billing plan. In the event
of renewal of a recurring bil]ini plan or the expiration of a term of a recurring billing plan, you must obtain
new evidence of the Cardmember’s approval of sach continued participation in the recurring billing plan.

Compiete Sales Data

In addition to obtaining an authorization decision for each Card sale as set forth in Section 4.4 and
reraining evidence of the Cardmember’s approval of the recurring billing plan, the Sales Dara that you
submit to us for Card sales involving recurring billing plans must comply with Sections 4.2, 7.1 and the
requirements described below.

» Sales Data prepared by you for each Card sale must inciude a general description of the Card transaction,
the name of your establishment and a toll-free customer service number that the Cardmember may call
to obtain customer assistance or revoke their written approval of the recurring billing plan. If this
information is provided in the Sales Data, you are not required to send a separate statement of charges
to the Cardmember for cach amount billed to the Card Account in a recurring billing plan.

o For each Card transaction involving a recurring billing plan, yoo must submit Sales Dara to us in our
form and format, unless otherwise agreed upon in writing as indicared to us in our records, and you must
contact us to obtaip certificarion from us before you submit Sales Data,

o You must submit the CID, as described in Section 2.2, 1o us with the authorization request for the first
instaliment billed to the Card Account, For subsequent instaliments billed to the Card Account, the CID

must not be submitted or stored as described in Section 12.7.
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6.0 SPECIAL CIRCUMSTANCES

6.1 Card Acceptance during Store Closings or Liguidation
You must comply with the following requirements during the liquidation and/or closure of any of your outlets,
locations and/or entire business:
» Post signs visible 10 customers stating “All Sales Are Final.”
» Stamp receipts or print Sales Dara with notice that “All Sales Are Final.”
¢ Contact us at 1-800-347-2000 to advise of the closure of locations and/or liquidation of your establishment.

6.2 Polities for Merchants in the Lodging Industry

5.23 Overview )
Provided below are our requirements for Merchants in the lodging industry, who take reservations and
require Cardmembets to pay advance deposits. If you do not comply with the rocedures in Section 6.2.2
for guaranteed reservations and Section 6.2.3 for advance deposits, any Card sales accepred by yon for
guaranteed reservations and advance deposits are subject to Chargeback as described in Section §.2. Please
note that for all Card transactions that are not swiped through your terminal or POS device you must

follow the procedures described in Section 5.1.

6.2.2 Requirements for Guaranteed Reservations
Yon may accept Cardmembers® reservations for accommodations and guarentee rooms for late arrival after
the norma) 6:00 p.m. (local time) check-in deadline if you follow the procedures in this Section 6.2.2. If the
check-in deadline passes without a cancellation of the reservarion by the Cardmember, you may bill the
Cardmember for one night’s lodging, {plus applicable taxes); if you have complied with all of your
obligations in this Section 6.2.2.

6221  Notice to Cardmember of Rights and Dhligﬂinns
At the time of reservation, you must verify that the Cardmember plans to guarantee their
reservation. If a guarantee is requested, you must advise the Cardmember of the rights and
obligations set forth below and you must comply with these requirements, You must inform
the Cardmember of the room rate and reservation confirmation pumber and you should advise
the Cardmember ro retain this information.

» Accommodations of the type requested by the Cardmember will be held by you until check-
out time on the day following the scheduled arrival date.

e If the Cardmember seeks to cancel the reservarion, the Cardmember must do so before 6:00
p.m. (local time) on the scheduled artival date. Resorts may move the 6:00 p.m. {local rime)
deadline back no more than three hours to 3:00 p.m. (local time), if the Cardmember has
been informed of the date and time the cancellation privileges expire.

o At the time of the reservation, you shall provide the Cardmember with a telephone number
1o call for cancellations and instructions to retain a record of it.

o If the reservation is not cancelied within the allowed time frame and the Cardmember does
not use the accommodation and you do not rent the room to another guest, you may bill the
Cardmember for a No-Show charge equal to one night’s lodging (plus applicable taxes}.

£222 Record of Guaranteed Reservations
You must preserve a record of the following information for each guaranteed reservation:

« Cardmember’s name as it is embossed on the Card

Card Account number and Card expiration date

Anticipated arrival date and length of stay

The cancellation policy in its entirety, inclusive of the date and time the cancellation
privileges expire

o Any other pertinent derails relared to the reserved accommodations

6223  Written Confirmation of Guaraneed Reservations
You must provide Cardmembers with written confirmation of each guaranreed reservation.
The confirmation must contain:

» Cardmember’s name as it is embossed on the Card

s Card Account number and Card expiration date

» Reservation confirmation number

« Anticipated arrival date and length of stay

» The cancellation policy in its enrety, inclusive of the date and time the canceliation
privileges expire

+ Any other pertinent details related to the reserved accommodations

6.224  Cancellation of Suaraniced Reservations
¥ a Cardmember seeks to cancel 2 reservation in accordance with your cancellation policy and
specified rime frames, you must provide the Cardmember with a cancellation number and
instructions to reain a record of it. You shall forward wrirten confirmation of the cancellaton
of each guaranteed reservation within three Business Days of Cardmernber’s request for wrirten
confirmarion. This cancellation confirmation must contain:

Discover Nerwork Merchant Operating Regulations-Revised 10/04 13

A-21



6.2.3

6.2.2.5

o Cardmember’s reference that charges were placed on the Card, if applicable
o Cardmember’s name as it is embossed on the Card

o Card Account number and Card expiration date

« Reservation cancellation number )

» Any other pertinent informarion related to the reserved accommodations

Sales Data for “No-Show™ Charpes . .
If the Cardmember does not cancel a reservation in accordance with your cancellation policy
and specified time frames and the Cardmember does not use the accommodations and you do
not rent the room to another guest, you may charge the Cardmember for a “No-Show” charge
by preparing and transmitting Sales Data with the following information:

s Cardmember’s name as it is embossed on the Card

Card Account number and Card expiration date

Hotel name and location (imprinted}

Room rate (quoted when reservation was made including applicable taxes)

* Transaction date

s Authorization approval code

s Employees initials

e The words “No-Show™ printed on the Cardmember’s signature line

Advance Deposit .
You may require Cardmembers to pay a deposit at the time of 2 reservation, if youn coun?glz with the

requirements in this Section 6.2.3. The amount of the deposit cannot exceed the cost of seven

ts lodging

{plus applicable tax) and the deposit must be applied to the entre bill. When you require an advance
Bosit, you must provide Cardmembers with the information required below. Note: Cardmembers may
NOT be charged a No-Show penalty in addition o0 a forfeited advance deposit.

6.2.3.1

6.23.2

6.2.3.3

Dhligations with Advance Deposits

If you take advance deposits for reservarions, you must comply with the following

requirements: ‘

v Hold reserved accommodations untl check-out time following the last day covered by an
advance deposit.

= A specified reservation cancellation time frame including the date and time when
cancellation privileges expire.

o Full reimbursement of advance deposits when the Cardmember cancels a reservarion within
the specified time frame.

o A disclosure informing Cardmembers of their rights and ob!if%ations thar failure to cancel a
reservation within the ppecified time frame may result in forfeiture of all or part of an
advance deposit. Nete: Cardmembers may NOT be charged a No-Show penalty in addition
to a forfeited advance deposit under this policy.

Sates Data Requirements for Advance Deposits/Folia

For each advance deposit taken by you, you shall prepare Sales Data in the amount of the
advance deposit and transmit it to us immediarely a.g:cr taking the reservation for the advance
deposit, Sales Data must contain the following information:

» Cardmember’s name as it is embossed on the Card

* Card Account number and expiration date

+ Cardmember’s complete mailing address and phone number
» Transaction date

* Anticipated arrival date and length of stay

» Regervation confirmation number

+ Authorization approval code

o Advance deposit amount {including applicable raxes)

* Words “Advance Deposit” on the Cardmember signature line

Written Confirmation
You must provide the Cardmember with written confirmation of an advance deposit that
contains the following information.

» A copy of the Sales Dara that you prepared and mransmitred for the advance deposit

s Reference that charges were placed on the Card

s Cardmembes’s name as it is embossed on the Card

Card Account number and expiration date

Reservation confirmation number

Anticipared arrival date

The cancellation policy in its encirety, inclusive of the date and time the cancellation
privileges expire

Any other pertinent derails related to the reserved accommodations
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6.2.3.4 Cancellation of Reservations with Advance Deposits

If the Cardmember requests a cancellation of a reservation in accordance with yout

canceliation policy and time frames, you must issue a Credir to the Cardmember’s Card

Account for the full amount of the advance deposit charged to the account within the number

of days described in Section 7.1 of the Cardmember’s request. In addition, you must:

e Provide a cancellation aumber to the Cardmember and instructions to retain a record of the
number. .

+ Prepare Sales Data for the Credit as described in Section 6.2.3.5 and transmit the Sales Data
to s within the number of days described in Section 7.1 of the Cardmember’s request.

6235 Sales Data Required for Cancellation of Reservations with Advance Deposits
Yon must prepare and wansmit Sales Dam tw us for each cancellation that incudes the
following information and you must send.a copy of the Sales Data documenting the Credit to
the ember within the number of days described in Section 7.1 of the Cardmember’s
request for cancellation of a reservation:
« Cardmember’s name as it is embossed on the Card
e Card Account number and expiration date
e Cardmember’s complete mailing address and phone number

Transaction date

Reservation Cancellation Number

Advanee deposit amounat

* Words “Advance Deposjt” on the Merchant's signature fine

6.24 Overbookings
f the accommodations reserved by a Cardmember pursuant to a guaranteed reservation or with an advance
;lr. osit are unavailable upon arrival you must ar your own expense, provide the Cardmember with the
ollowing:
s Comparable accommodations for one night ata similar Merchant location (inclnding applicable taxes)
* Transportation to the alternate Merchant location
o Forwarding of all calls and messages to the alternate Merchant location

6.25 Priority Check-out Service :

If you offer priority check-out services, you must comply with the following requirements:

1. Require the Cardmember fo sign the registration card at the time of check-in acknowledging
responsibility for all charges. Obtain an authorization decision for the estimated amount of the
accommodations at check-m by swiping the Card through your terminal or POS device,

2. Complete Sales Data at check-ont by entering the total amount of charges incurred during the stay .
including: restaurant, telephone and miscellaneous expenses.

3. Write the words “Priority Check-out” on the signature line of the Sales Data.

4, Obtain 2 final authorization approval code for any additional amounts from the check-in esrimate to
?qugISccn the t214nl amount to be billed to the Cardmember. Follow the authorization procedures set forth
mn on 4.4%. f

5, Mail the Cardmember {at the address shown on the registration card) a copy of the Sales Dara and
itemized lodging bill.

6. Transmit completed Sales Data to us within the number of days described in Section 7.1.

6.2.6 Estimated Authorization

If you seek to obtain an authorization decision for the estimated amount of charges to be billed to 2
Cardmember, you shall comply with the following procedures. At ‘the beginning of the Cardmember’s stay
and on a periodic basis thereafter, you may obtain an anthorization decision as set forth in Section 4.4 for
an amount equal to the estimated total of a Cardmember’s charges based on hisfher length of stay and other
criveria. You must follow the procedures in Section 6.2.6.1 to obrain an authorization decision for the
amount of the estimated charges expecred during the length of a Cardmember’s stay and to obtain
addidonal authorization decisions for the actual charges that exceed the amount originally estimated by
you for which you obtained authorizarion decision.

6.2.6.1 Check-in Estinate
At check-in, you may estimate the Cardmember’s total charges based on the below
requirements and obtain an authorization decision for the amount of that estimate:

» Inrended length of stay

¢ Room rate

+ Applicable taxes

» Applicable service charges

» Any miscellaneous charges, as dictated by experience
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6.3

6.4

6.2.7 Chanpes to Estimated Charges

You must monitor the charges made during the course of 2 Cardmember’s stay to ensure that the actual

charges do not exceed the amount indicated in the astimated authorization. The following conditions apply:

o If the actual charge activity exceeds the amount of the estimared authorization, then you must secure
a positive authorization decision or approval for the amount in excess of the estimated authorization.
Nate: Such amounts should not be cumulative and each additional authorizarion decision should cover
a separate porcion of the total amount. If an authorization request is declined, no charges occurring after
that dare will be accepted by us for that Cardmember.

e A final (or additional) authorization decision is not required if the final amount (total sum) of the
Csi:dmcmbcr’s charges does not exceed the sum of the previously anthorized charges, phus a 15 percent
tolerance. _

s The dares, authorized amounts, and their respective authorization approval codes must be individually
recorded on the Sales Data and Folio.

Customer Activated Terminals ("CAT Terminals™) .

If you sell petroleum-related products and use Customer Activated Terminals (“CAT Terminals”) to acoeft Cards,
you may use the special procedures for anthorization described in Section 4.4.11 if you comply with the following
requirements.

631  You must contact the Sales Representative assigned to your account to obtain a unique Merchant Account
number for use exclusively with Card transactions on CAT Terminals {“CAT Merchant number”). i you
are nmable to conract our Sales Representative assigned to your accouct, please contact our Merchant
Services Center at 1-800-347-2000.

6.3.2  Youagree to use the unique CAT Merchant number (not any other Merchant number} for all Card transactions
on CAT Terminals, You shall use the CAT Merchant number for the sole and exclusive purpose of Card
transactions ot CAT Terminals,

6.3.3 If you comply with the procedures in this Section 6.3 and the procedures for obtaining authorization decisions
in Section 4.4, the Carcf, transactions that you accept on CAT Terminals will not be subject to Chargeback up
to the maximum amount of your Floor Limit for :Ee reasons: Missing Signature {I5) and No Imprint on Sales
Slip (S). You may be subject to Chargeback for other reasons, including, without limitation, the fatlure to
comply with the procadures in this Section 6.3 and Section 4.4.

Merchants in the Quick Serve industry ,

You may not accept a Card wusing our Quick Serve program unless you operate in the

Quick Serve Industry as described below ancF have executed a Quick Serve Agreement with us. Quick Serve Industry

means operating a food service establishment, parking gar‘:ge, entertainment vepue or other comparable area
1

identified in writing by us that requires customer payment at tirne of the order.

7.0 PROCESSING AND SETTLEMENT

71

Transmission of Sales Date —

You must transmit Sales Data to us within ten (10) calendar days of the date that you aoc::ii;a Card sale or issue a
Credit, to the location that we specify, unless we notfy you of a different subrission deadline. If you submit Sales
Data afrer the submission deadline (“late” or “stale” transactions), we may: (a) charge Submission Exror Fees as
described in Section 9.3; {b) hold Settlement amounts for the time &:riod that we deem necessary; and (c) Chargeback
such Card transactions to you. If you submit Sales Data after the deadline, you agree to indemnify and bold us
harmless from and against all claims, damages and lawsuits arising ont of the Card transactions. Except for
Cardmember deposits for purchases, you may not send us Sales Data for goods or services ordered by a Cardmember
mntil the goods or services have been delivered or furnished to the Cardmember.

7.1.1 Submitting Electronic Sales Data
¥f you transmit Sales Data to us by electronic means, you must transmci;ﬁ'ou: Sales Data each Business Day
to the location that we specify. For Sales Dara submitted elecrronically, the number of Sales or Credit
transactions shonld not exceed your terminal’s maximum capacity ;er batch. Please follow the instructions
given to you by your terminal provider on how to process an submit sales transactions using your
rerminal. Note: If you submit your sales elactronically, do not mali your Sales glips or Credit slips to us unless
we direct you v do sp.

7.1.2 Submiting Paper Sales Drafts
If you send Sales Dara by mail, you agree to send your Sales Data to the locarion that we specify in the
enveluges provided to you. In remitting such data to us, you must provide us with the locarion (City/5tate)
of each transaction. Payment will be made to you directly after your Sales Data has been received and
processed, as described in these Operating Regulations.

7.1.3 ° Record Retention

Yon ageee to keep an original copy of all Sales Data, mailitelephone order forms, the documentation
required in the Operating Regularions and other relared document(s), &.g. shipping invoices, for no less than
365 days from the Card wansaction dare, or 180 days from the date of submission of Sales Data to us,
whichever is later. You also agree 1o keep microfilm or other copies of Sales Data for no less than 3 years
from the date of the Card transaction. You agree to provide us with a copy of any Sales Dam,
mailfrelephone order forms and the documentation required in these Operating Regulations, within 22
calendar days of our request.

15
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"2 '?giﬂ;lr“r: rLtSetﬂemcnt” means the procedure by which we will reimburse you for the amounts Hpayable to you
pursuant to the Agreement with respect to the Card sales accepted by you and b! which you will pay us for the
amounts that you owe us. Your Settlement toral for each period that we calculate Settiement will be the sum of the
following items:

o Purchases made at your Merchant location in the form of Sales Dats transmitted to us {see Section 7.1).

» Minus Credits subrnitted by you to us (see Section 4.3).

 Plus or minus Chargebacks (see Sections 8.2 and 8.3).

 Minns Merchant Fees, as applicable, Submission Error Fees and other fees payable by you {see Section 5.0),
as applicable.

« Plus or minus adjustments we make to reconcile or correct errors in your Sales Data (see Section 7.2.1},

Adjustments or discrepancies between the batch transmittal total transmitred with your Sales Data and the actual
sales detail will be offset against the same or subsequent Business Day’s Settlement total, Chargebacks will be offset
against the same or subsequent Business Day’s Sertlement total.

We may, at our option, collect amounts owed by you using any or all of the following means and not necessarily in
the following order: collect amounts owed by you from the Settlement Account as described in Section 7.2.3, offset
amounts otherwise payable to you or make demand for such amounts. You apree to immediately send us amounts
upon demand. We may collect amounts owed by you from the proceeds of Settlement amounts payable 1o you if
such obligations arise pursuant to the Agreement, these Operating Regulations and any other agreements berween
you or your affiliates and us. :

7.21 Settlement Adjustments .
We may process adjustments to you in order to collect amounts owed by you for Card transactions that
have been improperly processed. These adjustments may be ar your request or at our discretion. Reasons
for adjustments may include, but are not limited to:
» Card sales or Credits processed on the incorrect Cardmember number,
« Calculation errors on the Merchant Batch Transmittal.
o The toral of Card sales and Credits submitred on the Merchant Batch Transmittal did not march the
armal toral of transactions processed by us.
« Sales Data or Credit data were illegible, incorrectly complerted or incomplete.
» Ttems other than Card sale transactions or Credits were submitted.
Some of the adjustment reason codes we will use are listed below:

Code Description

N Invalid Cardmember Account

MA/ML Amount adjustment

MB Sale posted as a Credit

MG/MP Duplicate processing

MI/MM Incorrect Merchant

MO Merchant-only adjustment

MR/MX Miscellaneous adjustment

MT/MU Transmission dump

MW Merchant write-off

MZ Credit posted as a Sale

RT Dispute adjustment (Dispute by Cardmember initiared more than 180 days after Card
Sale and Merchant failed to comply with its obligations in the Agreemenr and/or
Operating Regulations)

7.22  Settlement Initiation

We will pay you for Settlement amounts in accordance with the timing set forth below unless we have
notified you in writing of different payment timing. For Sales Data tranemitted to us in electronic form and
received by us at or before 7:00 p.m. of your local time on a Business Day at the location we specify, we
will use our best efforts to initiate Settlernent by the following Business Day. For Sales Data transmitted to
us in electronic form and received by us after 7:00 p.m. of your local time on a Business Day at the location
we specify, we will use our best efforts to initiate Setclement by the second Business Day following receipt
of the Sales Data, For Sales Data mailed to us in paper form, we will use our best effors 1o initiate
Setrlement by the second Business Day following receipt of the Sales Dara, We may change the schedule for
Settlement of Sales Dara upon five (5) days’ written notice to you as described in the Agreement. While we
iniriare Sertlement on a cerrain day, you may receive such amounts at a later time due to the various parties
involved in the banking and settlement system.

7.2.3  Settlement Account
Depending, upon the Settlement option that you select, we will either send the funds electronically to an
account that you designate at a mutually agreed upon 11, financial institurion (the “Settlement Account”) or
send you a check for Settlement. If you choose electronic Sertlement, you authorize us to credit and debis the
Settlement Account as indicared below and in accordance with the rules and procedures of the applicable
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7.3

1.4

clearinghouse association and 'Sertlement institution{s). This aurhorit{ will remain in effect until five
Business Days after we receive written notice of your cancellation of such permission. We are not liable for
any delays in the receipt of funds in your Seitlement Account or errors in debit and credit entries caused by
third parties, including but not limited to, a ciearinghouse, your financial insticution or your agents.

If there are insufficient funds in your Settlement Account to pay ué the amounts you Owe L, you agree o

immediately send us such amounts upon demand, or at our option, we may offset such amounts owed to
us from money that we may subsequently owe you.

Additionally, if we receive returned items due to insufficient funds in ¥:u{ Settlement Account, we may
charge you & fee per rerurned item and we may also charge you for any fees incurred by us on the returned

items.

7231  Changing the Settiement Account . .

In order to ensnre promFt Sertlement of funds, Elcase provide us with at least three (3) Business
Days’ advance notice of any changes to your sttlement Account, When requesting a change
to your Sertlement Account, you will be required to verify the existing bank information. We
may also request that you provide us with a copy of a voided check for the new Settlement
Account and the reason for such change. Section 10.3.1 describes your obligation to norify us
of any changes in ownership of your business, corporate changes and legal proceedings to
which you afe a party that may result in changes to your Settlement Account. You may use
Discovernetwork.com to print out a form to request a change in your Settlement Account, We
will not be responsible for funds sent to an incorrect bank account due to your failure to notify
us as set forth ahove. If-the Sertlement Account indicated in our records becomes inactive or
transactions directed by us to the Settement Account are returned to us, we may hold
Settlement amounts until you contact us to establish a new Sertlement Account.

7.24 Responsibility of Merchant for Settiement Verification and Siatement Review

You are solely responsible for reviewi.:%:]l} of the Settlement amounts that you receive and your {:eriodic
re%om referred to in Section 7.4 to co! that the payments you receive correctly match your Sales Data
submissions. If you believe you have received an underpayment, you mast notify ug immediately so that we
may pay-you any additionsl amounts owed. If you fail ro provide us with written notice of an objection to
the information in any periodic report or any Settlement payment (or lack thereof) within 90 days of the
date funds have been serdled and we cannot recover any misposted funds that should have been paid to you,
we will not be required to pay you the amount of any such funds. If you have received an overpayment or
a payment is mistakenly sent to you, you must imme iately notify us and remic the gverpayment to bs. You
ma:j; not spend any o::E:yment, and if an overpayment is in the Settlement Account, you may not
withdraw it except to arrangements to retarn it to us. You agree that we may debir the Sertlement
Account for the amount of the overpayment, or at our option, we may, withour prior notification, offset
such amounts owed to us from money that we may subsequently owe.

If you fail to provide us with prompt written notice as indicated above, you understand and agree that you
are forever barred and stopped from challengi::ﬁ,edbieccing 10, or otherwise disputing either the Sertlement
payments deseribed in your I;;:.:iodic reports or the amounts paid (or not paid) to you as Settlement for Card
sales. You also expressly release us from any and all claims, causes of action and defenses arising from, or
related to, any Sertlement amount which you have not disputed throngh the delivery of actual written notice
to us a described above. You acknowledge and agree that this release relates to future claims, and further
understand and agree that this release and the related acceptance of responsibility for the review of periodic
statements -of account and Settlement payments are material teems of the Agrecment, and without such
 terms, we would not agree to enter into the Agreement and provide related services in connection therewith.

7.25 Susttensinn of Settlement
At the termination or during the term of the Agreement, we may ar onr discrerion, withhold or suspend
Sertlement amounts without prior natice to you, as required by law {i.e. pursuant to a subpoena or court

order) or in order To exercise our rights pursnant to the Agreement and these Operating Regulations.

Payments from Cardmembers
You may not receive O Process any MONey representing a Cardmember’s payment to the Jssuer. The Issuer has the
sole right to receive payment from Cardmembers for Card transactions made at your establishmen., If you receive a

payment from a Cardmembez, you must immediately forward it to us at the following address:

East of the Mississippi: West of the Mississippi:
Discover Network Discover Network
Merchanr Services Center Merchant Services Center
PO, Box 3018 PO, Box 52145

New Albany, OH 43054-3018 Phoenix, AZ 85072-2145
Periodic Reports

We shall prepare periodic reports describing the Card transaction activity on your Merchant Account during the

period covered by the report, including, the Card sales accepted by you, the Merchant Fees and other fees applicable

to such Card sales, any Chargebacks owed by you and any other transactions. We may provide reports to yoiu or

make them available for rerrieval by you according to a mutually agreed upon process, If we make reports available

to you on the [orerner, you are responsible for rerrieving them. Please verify that each report includes the accurare

g;tai for all Card transactions that you accepted and alf Sales Data thar you transmirred during the period covered
£ report.
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8.0 TICKET RETRIEVALS AND CHARGEBACKS
8.1 Ticket Retrievals

From time to time, we may receive a request from a Cardmember or Issuer. for information regarding a Card
transaction made at your establishment, or a Cardmember may dispute a Card transaction. If ‘we request
documentation (referred to as a *Ticket Retrieval”) from you as a resuit of such an inquiry, you must provide us
with a copy of the Sales Data within 22 calendar daar:xof our request. If you do not respond to a Ticket Retrieval
request wliin 22 calendar days, we may return the Card rransaction or Card transactions 1o you as a Chargeback,
as described in Section 8.2. Your response to our request must be sufficiently legible for submission to the
Cardmember for review and must identify the Card Account number. In response 0 a request for a copy bearing the
Cardmember’s signature, you may provide a legible reproduction of the Sales Data in addition to reproductions using
electronic signature capture technology. To satisfy Ticker Retrieval requests for certain transactions, you may provide
substiture Sales Data in accordance with other sections of these ngsrating Regulations. For Ticker Recrieval requests
satisfied with substitute Sales Data, the Issuer may subsequenty dispute the Card transaction if any of the required

data elements listed below are missing:

« The Card Account number, except where rruncared due to state or local reguladions
» The Cardmember name

The Card expiration date

The Transaction amount

The Transaction date

The Authorization approval code

s The Merchant name and location

= A description of the merchandise/services

In addition to the above requirements, the following data elements are required in these special circumstances.
For Mail Order/Telephone Order and Internet transactions:

o The “ship to” address

¢ Signaturs obtained upon delivery

For Car Rental:

s The rental location and return location

¢ The rental agreement number

= The rental and return dates

¢ The description of the rental - type of vehicle, mileage

For Lodging and Cruise Line: '

o The date of the stay including room tate, taxes, food and beverage charges and incidental charges
For Airline and Passenger Railway:

« The address to which the ticket was mailed

¢ The passenger name

» The travel agent name and location

» The airline flight or railway itinerary information

For Transaction Completed at a Self Service Terminals:

s The self service terminal Jocations code or city and state

For Transactions Completed ar Customer, Activated Terminals:

* The service station identdification: number
« The invoice/transaction reference number.

8.2 Chargebacks

Under certain circumstances, we may return a Card sale to you as unpaid, or we may return a previously paid Card
sale to you for repayment to us, These returned charges are called “Chargebacks.” If a billing error is asserted by a
Cardmember with respect to a Card sale, or if a Cardmember complains to us about goods or services purchased
with the Card from your establishment, you agree to act in good faith to attempt to resolve the problem with the
Cardmember. If the Cardmember does not pay the Issuer for goods or services due to a billing or other dispute, we
or the Issuer may process a Chargeback for the Card salé or disputed portion of it. If we or the Issuer are involved
in a lawsnit with a Cardmember relating to a Card sale made at your establishment, you agree to cooperate with us
and the Issuer to provide any assistance that we or the Issuer may reasonably require. If you do not follow all the
rerms of the Agreement and these Operating Regulations when making a transaction with a Card, or if a Card sale
which is the suﬂect of a billing dispute or other dispurte is subject to Chargeback as specified in these Operarin,
Repulations or the Agreement, we may refuse to pay you for the Card sale or the disputed portion of it. We an
Tssuers may also initiate Chargebacks to you for reasons described below. If we have already paid you, you must
immediately pay the amount you owe us on demand, or we may deduct the amount in question from your Settlement
Account or from furure paymens that we would otherwise owe you. We will notify you of Card sales that are subject
to Chargeback as they arise, but in some instances Chargebacks may be processed prior ro notification as specified
in these Operating Regulations, If you and a Cardmember resolve a billing incﬁiry or dispute on 2 Card sale which
has been charged back, and the Issuer notifies us that they are permitted by law to rebi the Cardmember for all
or a portion of the dis%ured amount, we will reimburse you. for that portion of the Chargeback which the Issuer
can rebill the Cardmember. You must request such reimbursement within 90 days from the date of the Chargeback.
If, due to federal and/or stare laws, th:q[

. & 8 0

ssuer is not permitred to rebill a Cardmember for all or a portion of a
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disputed transaction, we will not be required to reimburse you for the Chargeback, even if you have complied with
the terms of the Agreement.

If you fail to follow your Ageement or these Operati:‘::gRegulations, we may Chargeback a Card sale to you within
the later to ocour oz 180 days after the transaction date or 90 days after your final and complete delivery of the
goods or services purchased in the corresponding Card sale. Notwithstanding the periods described ahove, we may
ask you to provide supporting docamentarion for certain transactions. If you fail to reply or if the documentation
thar you provide does not support the validity of the rransaction,. in the case of the Chargeback reason code Ua
(Unauthorized Purchase), we may process en adjustment to your account as described in Section 7.2.1. In addition
to a Chargeback notification, we may send you a request for information regarding certain Card transactions beyond
the time Lmits listed above. These notices request your assistance but do not require a response nor will it result in
a Chargeback and/or adjustments to you. Information about Chargebacks in connection with your Merchant
Account will be sent to you ducctlar Inquiries regarding Chargebacks and/or adjustments to your account should
be directed to us at 1-800-347-2000. It may be necassary for you ro provide documentation to us in order for us to
resolve Cardmember problems and disputes.

8.2.1 Excessive Chargehacks .

If you have Chargebacks that exceed 2% of the total number of Card sales submitted by you d any
three-month period or any other percentage of your Card sales that we consider ordinary and reasonable for
your industry, we may at our option assess a fee in the amount of $25 for each Chargeback. If we believe any
of your locations has a percentage of irregular or frandulent transactions that is in excess of what we believe
to be an ordinary and reasonable amount, we will place the location on a watch program, and ﬁesr
methods for you to reduce the Jevel of fraud or irregular transactions, We may also, at oux discretion, wil old
or suspend Sertlement acconnts without prior notice o you during our investigatdon of your Card sales
(see Section 7.2.5) and we may require you to maintain a reserve as described in. the Agreement. If you are
unable to reduce such irregular transactions, we may Chargeback any transactions we receive from you that
we reasonably believe are irregular, and we may terminate your Agreement with us in accordance with the
appropriate provisions of the Agreement. :

8.2.2 Immediate Chargehacks
We may, at our discretion, Chargeback transactions to you immediately. We will notify you of each
immediate Chargeback by mail, electronically or other method. you receive an immediate
Chargeback notice, you are obligated to repay us at that time for the amount of the Chargeback. Reasons
for Immediate Chargeback are histed below.

Code  Definiftinn Explanation
cv Full Contents of Magnetic The transaction involves a counterfeit card with an alered
Sm'tic Not Included in mifnet:.c stripe and/or the full contents of the magnetic stripe
Authorization Request including the Card Verificaton Value were not present in the
authorization request received by us.
DA Declined Authorization The purchase was completed after the Issuer provided 2
declined authorization decision.
EX Expired Card The Card transaction was processed using an expired Card.
IC Requested Irem The Sales slip provided in response to a Ticker Retrieval request
illegible Copy is not legible.
LP Late Presentation The time from transaction date to date of processing
Transaction exceeds the 60 day limit allowed by us, and the transaction
: cannot be promptly collected from the Cardmember.
Rl Non-Receipt of The Sales Data was not provided within 22 calendar
Requested Jrem days in response 1o Ticket Retrieval request.
55 Split Sale A transaction fequiring an authorization decision was split into

two or more Card sales to avoid avthorization, and had the
transaction been submitted for authorization, it would have

‘been declined.
TF Service Establishment The Merchant violated general operating procedures not
Adjustment covered by other codes. A derailed cxplanation will be provided.

Note: Not all Chargeback reason codes are applicable to all industries.

8.2.3 Pending Chargebacks
A pending Chargeback notice will be provided to you in certain instances. We will notify you of pending
Chargebacks by mail, fax, electronically or other method. You have 22 calendar days from the notice date to
respond satisfactorily before you are obligated to pay the amount of Chargeback to ns. During the potice
period, you should resolve the dispute directly with &e Cardmember. Yon must then norify us of the resclution
as instructed on the pending Chargeback notice. Reasons for pending Chargeback notices are listed below.

Code  Definition Explanation

AL Airline Transaction Dispute The Cardmember is disputing an airline transaction in one of the
following sitvations and has arrempted and failed to resolve the
dispute directly with the airkine:

20
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a) Cardmember billed for two transactions, only took one trip
did nor travel with companion, ticket numbers are different.

b} Cardmember did not receive Credit from lost ticket
applicadon/refund application.

¢) Cardmember purchased first class ticket and was either
“humped” or downgraded to coach.

d) Other disputes, excluding Cardmember inconvenience, with
appropriate documentation.

AW  Alered Amonnt The Cardmember clairos that the purchase amount agreed to by
the Cardmember was altered after the Cardmember mﬂm
Sales slip and without the Cardmember’s consent of irection.

Only the difference is charged back. ‘

CDh Credit Posted as Sale The Cardmember was charged for a Sale rather than a Credit.

DP Duplicate Processing The Cardmember was charged more than one time for 2 single
transaction.

FF  ‘Transaction Exceeds The transaction is at or above the Merchant’s assigned

Floor Limit Floor Limit and required authorization was not obtained and

Card transaction cannot, for. whatever reason, be promptly
collecred from the Cardmember.

HC Reservation Cancellation The Cardmember was charged for a cancelled reservation.

IS Missing Signature The Sales slip is missing the Cardmember’s signature and the

Cardmember does not recognize the Card sale.

RG Non-Receipt of Goods *  The Cardmember was charged for goods or services but never
received the goods or services or cancelled the transaction.

RM  Cardmember Disputes The Cardmember disputes the quality of merchandise purchased
Merchandise/Service or service rendered ot any portion thereof.
RN  Non-Receipt of Credit The Cardmember claims that a Credit issued by the Merchant
never -posted, or was partially posted, to the Card Account.
5L No Imprint on Sales Slip- The Sales slip is not imprinted with the Card Account number:
Cardmember does not recognize Card sale.

UA Unauthorized Purchase Neither the Cardmember nor any party authorized by the
_ Cardmember participared in the transaction and Cardmember
Thas no knowledge of the transaction.

Note: Not all Chargeback reason codes are applicable to all industries.

83 Reversal of Chargebacks :

If eﬂou are unable to resolve a dispute with a Cardmember within 90 days from the date of Chargeback and you

believe that your response to the Chargeback notice did not consider facts or information now available to you, you

may request 2 Chargeback reversal from us. We will review all relevant facts and circumstances available to us that

%;nain to you and the Cardmember and we will, at our discrerion, determine whether to reverse the back,
e will at our sole discretion, grant a Chargeback reversal only if: 1) ap licable law permits the Issuer to rebill the

Cardmember for the underlying Card transaction; and 2) you have prov:cgd u1s with nsw information or information

not available at the time of the original Chargeback. If we determine that a Chargeback will be reversed, we will

issue a credit 1o you and take action to collect such amounts from the Issuer. You may nor submit a new Card sale

in an idenrical amount in order to recover a Card transaction that has been charged back. You may request a reversal

of a Chargeback by submirting a copy of original Sales Data together with your explanation of the circumstances of

the dispute to us. Such requests shoufd be gent to:

Discover Network

Merchanr Services Center

P.O. Box 3011

New Albany, OH 43054-3011

8.4 Char%ehack of Card Not Present Sales

Compli with the following requirements maI; help prevent Chargebacks, depending on the reason for the

dispure. If these requirements are not followed when applicable, your Card sales may be subject 1o Chargeback.

While following the requirements indicated below may help protect you, this is not a guarantee and you may still

receive Chargebacks for other reasons.

» For Internet Card transactions, you must comply with the Address Verification Procedures in Section 4.4.10.
For mail/relephone order Card sales and Card sales over the Internet, you must comply with the requirements
in Sections 5.1 and 5.2.

e As described in Section 5.1, one of the following is the only acceptable proof of delivery for mail/relephone order
Card sales: a valid Cardmember signarure if the delivery is made to the Cardmember or if the Cardmember
requests delivery to a third party, the signamure of a party designated by the Cardmember.

» As described in Section 5.1, 2 valid Card must be presented when a Cardmember picks up merchandise ordered
by telephone or mail. An imprint of the Card and Cardmember signature must be obrained at that rime.
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« 1f 2 Card Not Present transaction is complered without the authorization or knowledge of the Cardmember, you
may be subject to Chargeback: as described in Section 8.2. If you do not transmit the CID 1o us for a Card Not
Present transacrion where required in Section 4.4.1.2, the Gard sale may be subject to Chargeback. You must
demonstrate the following in order o avoid Chargeback: . '

» You submitted an authorization request and submitted the CID where required in Section 4.4.1.2 and received
an authorization approval code. i

« You submitted an Address Verification Service (AVS) request and received 2 positive march on both numeric
street address and ZIP code.

* You can provide us with proof of delivery to the Cardmember’s billing address indicated in the AVS request.

0.0 MERCHANT FEE AND OTHER FEES

8.1

92

Merchant Fee and Other Fees ) o

In consideration for your participation in the Card go am, you agree to pay fees to us in the amount indicated by
us in wriring, including in your Aﬁreemenr and/or Exhibit B to your Agreement, written notice that we send to you
or in periodic reports that we send to you, all as evidenced by our records. The fees payable by you consist of some
or all of the following: (a} a percentage of the Card sales accepted by you or a fee for cad_l Card sale {in each. case,
=Discount™), as described in Section 9.2.1; (b) a Per Transaction Fee as described in Secrion 9.2.2; (¢) Submission
Error Fees as described in Section 9.3; (d) fees for services that you elect to receive from us, and {e) other fees payglble
by you, as indicated in our records, including, without limitation, application and set-up charges. The fees described
in (a) and (b) above are collectvely referred to as the “Merchant Fee™,

If yon receive daily or monthly activity reports, these reports will indicate the type of fees that you are required to
ay, the method that we use to calculate your- Merchant Fee and the amount of fees payable by you, includin
tehant Fees and Submission Error Fees, If you receive daily or monthly summary reports, these reports wi
provide the total amount of fees payable by you, including Merchant Fees and Submission Error Fees,

When we establish your Merchant Fee, we rely on information that you provide in your application including yout
cted volume of Card sales and average transaction amount, If our experience with your Merchant Acconnt is
t than the information in your application, we may increase-or change your Megchant Fee.

Caleulating Your Merchant Fee
Your Merchant Fee is calculated using the method(s) indicated in our records for your Merchant Account.

0.21 Calculating the Discount Portion of Your Merchant Fee

If applicable, the Discount portion of your Merchant Fee is calculated as described below. For Discount
based on a percentags of Card sales, we will multiply the percentage indicated in your Agreement
or otherwise in our records by the Gross Card Sales or Net Card Sales accepred by you as indicated in your
Agreement or in-our records. “Gross Card Sales™ means the total dollar amount of Card sales you have
transmitted to us du.nng the calcnlation period which may be monthly, daily or another period upen which
we have agreed, “Net Card Sales” means the total dollar amount of Card sales you have transmitted to us
during the caleulation period which may be monthly, daily or another period upon whick we have agreed,
less an amount equal to the sum of: Credits, Chargebacks and adjustments (see Section 7.2.1) during your
calculation period. For Discount based on a fee for each Card sale (“Per Card Sale Fee™}, we will multiply
the Per Card Sale Fee by the total number of your Card sales during the calculation period. Depending
on the terms of your Agrcemn:g,xgour Discount is indicated in one or more of the following locations:
the terms of your Agreement, ibit B to yoeu;cg.dgreement, written norice that we send to you or in
periodic reporsts that we send to you, all as evid by our records.

8.2.1.1 Variable Discount

1f {our Discount varies based on the l:fepe of Card product (e.g. credit, stored value, commercial,
debit), the amount of each applicable Discount will be identified in your Agrecment and/or
Exhibit B or written notice from us, as indicated in our records. If you receive Exhibit B, your
Discount for all Card rypes other then credit shall be equal to the product of your credit Discount
multiplied by the num%:’r listed opposite the respective Card rype listed in Exhibir B.

9.21.2 Minimum and Maximum Discount :

If the amount payable by you for Discount for any of Card product {e.g. credit, stored value,
commercial, debit) in any caleulation period is less than the minimum Discount identified in your
Agreement andfor Exhizit B or in other written notice from us (“Minimum Discount”), you
agree to pay an additional amount equal to the difference between the actual Discount that yon
owe for the calculation period a.ndegnc Minimum Discount. If the amount payable by you for
Discount for a;g e of Card product in any calculation period is greater than the maximum
Discount identified in your Agreement and/or Exhibit B or in other written notice from us
{“Maximum Discount™), you sE::l].l only be obligated to pay the Maximum Discount.

8.2.2 Calculating Your Per Transaction Fees
If you are reguired to v?ﬂ a fee on each Card sale or transaction as part of your Merchanr Fee (“Per
Transaction Fee”), we i\ caleulate the amount that you owe for Per Transaction Fees as follows: we will
multiply the amount of your Per Transaction Fee by the total number of Card sales or the roral number of
Card sales and Returns, as indicated by us in writing, that you transmitted 1o us during the
calculation period. Dependinfg on the terms of your Agresment, the amount of your Per Transaction Fee is
indicated in one or more of the following locations: the terms of your Agreement, Exhibit B to your
ﬁg‘reement, t;'snrten notice that we send to you or in periodic reports that we send to you, all as evidenced
y our records, ‘

Discover Nerwork Merchant Operating Regulations—Revised 16/04

A-30



10.0

8.3

0.4

95

9,23 Different Calculation Methods .
Tf your Merchant Fee is calcnlated using 2 method other than those specified in this Section 9.2, the method
will be described in your Agreement and you will be obligated to pay us an amount we determine by
applying such other method. This method may be changed at.our discretion upon written notice to you.

Submission Error Fees Co . .

You may be obligated to pay an additional transaction fee {“Submission Error Fee”) if certain Card transactions do

not comply with your obligations described below (“submission errors”). We will notify you of any submission

errors that apply to your Card transactions and the applicable Submission Exror Fees and any changes to the

foregoing. If you recerve daily or monthly acrivity repoits, these reports will indicate the type of submission errors

and the amount of the Submission Error Fees that apply to your Gard transactions, the number of the submission

ecrors during the ealculation period and the rotal amount you owe for Submission Error Fees. If you receive daily or

monthly summary reports, these reports will provide only the toral amount of Submission Error Fees. The types of

submission errors are identified below:

+ Voice Usage: Use of & Representative rather than an electronic terminal, POS device or our automated service to
obtain authorization or address verification (see Section 4.4.4}; .

. gﬁ.ired CVV Missing or Incomplete: -Failure to transmit Card Verification Value (“CVV™) dara with an
authorization request (see Section 4.4.1);

* Reguired CID Missing or Incomplete: Failure to rransmit Card Identification Data (“CID”) with an authorization
request {see Section 4.4.1};

e Required AVS Not Obtained: Failure to obtain address verificarion (see Section 4.4.10);

e Late {“stale”) transaction: Failure to transmit Sales Data by the submission deadline (see Section 7.1).

Collecting Your Fees ‘

We will calculate and collece the total amount of fees that you owe.us, including, withour limitation, Merchant Fees
and Submission Error Fees, if any, on a dsily, monthly, or other applicable period basis, depending on your method
of Sertlement. If we collect your Merchant Fee monthly, or on any basis more frequent than monthly, we may upon
thirty {30) days’ notice to you, convert your Merchant Account(s) to more frequent Merchant Fee collection,
including, withour limitation, daily collection, if, at our sole judgment, we believe your financial condition warrants
it or if you have previously failed to satisfy any obligation o us in a timely manner. We may use any or all of the
following means, at our discretion and not necessarily in the ocder listed below, to collest Merchant Fees and
Submission Error Fees from you: debit your Settlement Account, offset the total amount of Merchant Fees and
Submission Error Fees owed {y you from the Settlement amount we would otherwise pay you, or you will pay us
any amounts that you owe us on demand. ‘

Other Fees '

If we incur any costs as a result of the exercise of our rights under the Agreement and/or Operaring Regulations,
we may rej,uirc you to reimburse us for such costs, which may include, but are not limited to, fees associated with
the method that we use to pay Settlement amounzs to youw.

In addition to the above referenced fees, you further agree to pay us as indicared in Section 9.4 for any excessive
Chargeback fees, fixed monthly fees, per-transaction fees and other fees that you have agreed to pay us, as set forth
in your Agreement and/or Exhibit B, these Operating Regulations and/or as reflected in our records.

FRAUD PREVENTION

We have taken precautions to protect Merchants and Cardmembers from fraudulenr Card usage. By following the terms
o£1 thzse Operating Regularions and the Agreement, you will protect the interests of your business and those of your
valued Customers.

10.1

Reminders for Preventing Fraudulent Card Usaé;e

In addition to following proper authorization procedures, you and your employees should pay careful attention to

both the customer and the Card presented. In particular, you should keep the following in mind at every wansaction:

 Make sure that the Cardmember’s signature on the Sales slip matches the signature on the back of the Card, If the
signature on the back of the Card does not match the signature on the Sales slip, please call us at 1-800-347-1111
and ask for a “Code 10" authorization {see Section 4.5 for further instructions). Check the signarure pancl for
signs of erasure or alieration. Do not accept the Card if the word “void™ appears in the signature panel,

¢ Check the Card expiration date. '

» Examine the Card for signs of alteration (see Section 2.2). Check the features on the Card to ensure that they ate
valid, including, without limitation, checking Cards to determine if the stylized “D” is present.

» If you have any doubts abour the validiry of the Card or the customer, review additional ideatification from the
presenter.

» If you are using an elecironic terminal and printer to process wansactions, verify that the Card Account number
prinred on the receipt matches the Card Account numﬁcr embossed on the front of the Card.

« Follow procedures for Address Verification if Card Not Present (see Section 4.4.10).

s Enter the CID for all transactions that cannot be swiped.
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10.2

10.3

Factorin

s What igﬂactoring? Bach year, Merchants experience losses after factoring Card sales. Factoring is a fraudulent
activity in which the Merchant deposits Sales Data originating from another business. This activity is outside the
scope of the Agreement. )

o Who is involved in factoring? The most common scheme involves a party who offers a percentage of the Sales
Data deposited by the Merchant.

o What are the problems invelving factoring? The main problem arises when a Customer expresses a complaint
or dissatisfaction with the service supplied by the third party. Should this hagpcn, the Card sale will be charged
back to the Merchant who submitteg the sale, This means if you deposit Sales Data for Card sales accepted
by a third party, you will suffer any losses associared with these Card sales. Also, if any fraud is involved, you
conld face criminal prosecution,

» How could factoring affect my standing with Discover Nerwork? Factor'mg i;&rohibited under the terms of your
Aém:cment and may result in Enanciaﬁosses to yon. It is grounds for, and will result in, immediatz termination
of our Agreement with you.

« What should I do if ] am approached to factor sales for someone? If you are ai)proached by anyone asking you
to factor Sales Data for them, please notify our Security Department immediately at 1-800-347-3083.

Type of Business

10.3.1 Changes in Business
We have considered your application for a Merchant Account and proposed the terms of the Agreement
based upon the information you provided in your application, including the type and kind of business you
conduct, You must notify us immediately if you engage in, or i the future elect to engage in, any new lines
or types of business activities not disdose! on your application or you materially change your business
activities. You also must notify us immediately in writing or by calling 1-800-347-2000 under each of the
following circumstances:
» Change of ownership
Change in type or kind of business
Change in your Merchant Caregory Code
Change in business name or address
Change in Settlernent Account for Card transactions
Change in your third-party processor or terminal provider
Closing your business entirely or any locations
Change in your processing method (for example, changing from paper slips to electronic terminal)
If you are or become 2 party to a voluntary or involuntary bankruptcy case.
Change in the federal tax identificarion pumber of the Merchant listed in our records
Egtenng into a loan agreement with a third party that seeks to affect the Agreement or change Settlement
cctions _
*» Change to the entity that is a party to the Agreement o entities listed in our records, including by merger
or acquisidion
o Change to or from a business that conducts exclusively rerail sales ro-one that accepts Card sales by mail,
telephone order or Interner transactions.

10.3.2 Failure ic Notify Us
T¢ yon fail o norify us of certain events as required by the Agreement or these Operating Regulations, we may
terminate the Agreement, In addition, we may reject or Chargeback any Card sales related to a new business
activity abour which we have not been notified. We may charge you a different Merchant Fee for any Card
sale related to any of your new business activities if we elect to accepr that Card sale or type of business as a
Merchant.

10.3.3 Ineligible Merchant Categories

As described in the Agreement, we may, from time to time, identify types of businesses that are not eligible
for Merchant Accounts for reasons including the nature of the business or excessive risk. We may termenate
your Agreement immediately if we, at our discretion, determine that you are acne'rﬁng Cards in connection
with the operation of any of the following types of businesses: collection agency; debr consolidation service;
credit reporting service; credit cleansing service; Internet gambling; tefemarketing or other prize packages
tha require the use of a Card; the sale of any goods or services using deceptive practices; any poods or
services similar ro those described above; any other actvity or service deemed illegal by any U.S. federal,
state or local law, statute or regulation (e.g. aiding, facilirating or offering Internet mbling services;
establishing quasi-cash; credits or monetary value of any type that may be nsed for Internet gambling;
the sale of counterfeit merchandise; the sale of alcohol, tobacco or firearms to minors) or any other
illegal purpose.

If you sell age-restricted products, you shall be responsible for validating the legal age of the purchaser and
shall prohibit Card sales by minots as required by law, including Card Not Present transactions. If you do
not establish effective age verification procedures, we may, at our discretion, terminate your Agreement
immediately. The presentation or use of a Card does not guarantee thar the Cardmember is of legal age to
purchase an age-restricted product. o

24
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If you sell pharmaceutical products over the Internet, you must demonstrare that you have the proper
licenses 1o sell such products and you must comply with requirements for the anthentication and validation
of sucg orfers. I you fail to provide such evidence, we may, at our discretion, terminate your Agreement
immediately.

11.0 MERCHANT SUPPCRT

111 Merchant Assistance o
Discover Network offers toll-free telephone assistance for all supply orders and general inquiries Monday through
Friday from 8:30am to 8:00pm Eastern Standard Time at 1-800-347-2000, except on certain federall -recogmzed
holidays. Additionally, the Authorization and Address Verification services are available 24 hours a é’ 7 days a

week. Traineré&:ersonnel are available to provide you with the service you need. Our Merchant Services Center may

also be reached by mail at the following address:

East of the Mississippi: West of the Mississippi:
Discover Nerwork Discover Network
Merchant Services Cenver Merchant Services Center
P.O. Box 3016 . P.O. Bax 52145

New Albany, OH 43054-3016  Phoenix, AZ 85072-2145

1.2 Supplies
As 2 Merchant, you will receive the necessary forms for your Card transactions. If you send paper Sales Dara to us
for processing, you will also receive a Merchant identification plastic for use in an imprinter. Door decals and signage
are available at no charge. These supplies can be ordered online by visiting our website at www.discovernetwork.com
or by calling our Merchant Services Center at 1800-347-2000.

11.3  Online Services
Our Internet site can be found at www.discovernetwork.com. This site provides yon with tools to help you run your
business more efficiently and effectively. Some of the many features i.mguded o this site are as follows:
s Review Chargeback notices )
» Review periodic reports of Merchant Account activity
¢ Order supplies and signage
» Submit questions or suggestions to us at your convenience
» Learn about special promotions and offers
» Access reference materials
 Learn of the latest news about Discover Network

11.3.1 When using this service, please use the following guidelines:
e Prevent unauthorized access to www.discovemerwork.com by protecting your Login ID and PIN.
. I’c:;]iodically review your list of authorized users on www.discovernerwork.com to ensure it is current
and accurate,

114  Nofices
Notices to us required under the Agreement should be sent to:

St. Vice President, Merchant Operations
Discover Netwotk

2500 Lake Cook Road

Riverwoods, IL 60015-3800

You must send us notice of any of the conditions described in Section 10.3.1. We may provide notice of changes to your

Agreement to yon at the address indicated in our records and using the process described in the Agreement or we may send

;a:ios © E:alil nsing any method of transmission, including, without limitation, U.S. mail, overnight service, facsimile andfor
CCITOIC .

11.5  Call Monitoring
You agree that we, our agents or service providers may monitor andfor record our telephone calls with you for
quality assurance and training purposes.

12.0 CONFIDENTIALITY AND DATA SECURITY

121  Definition of Confidential Information

12.1.1 During the negotiation or during the term of the Agreement, you, your em loyees, officers, directors and
agents may have access to and receive disclosure of Our Confidential rmation. “Our Confidendal
Information™ means information provided by or with respect to: us, our parent, subsidiaries or affiliates
and/or Issuers {in each case, “Our Disclosing Party”) including, but not Emited to, the following (collectively,
“Our Confidential Information”}:

12.1.1.1  personal, biographical and other information about Cardmembers, including without
irnitarion, names, addresses, telephone numbers, credit informarion, Card transaction hisrory
and patterns, whether in discrere or collective form; information about individual and
collective Card Accounts, including, without limitation, the available credit on Card Accounts,
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credit limits on Card Accounts, Card transaction history and the terms of Cardmember
agreements with Issuers; Card Account informarion, including the following in discrere or
collective form or as lists: Card Account numbers; Card Identification Data (*CID™); Card
Verification Value (*CVV™) data; Card transactions by individaal and collective Cardmembers;
Card transaction information, incltding, without limitation, the contents of Sales Data; and
the Merchant Account numbers assigned by us; '

12112 information provided by or regarding Issuers, including, withour limitation, the conrents of
cach authorization request and authorization decision, the reason for any authorization
decision by the Issuer; discrere and collective information regarding Cards issued by individual
Issuers; and the identity of Issuers;

12.1.1.3  any of the following of or related to Qur Disclosing Party: objectives, marketing philosophy,
strategy and goals, technological developments, business procedures, competitive advantages
and disadvantages, market share, market penetration of Qur Disclosing Party, customer names
and addresses, methods of operation, financial results, technological developments,
information maintained on our systems; types and brands of equipment, accessories, collateral
materials and other technology used by Our Disclosing Party; and any other written or verbal
informarion considered confidential and/or proprietary by Our Disclosing Party that is
revealed or obtained in the course of or in connecrion with the negotiation and/or performance
of the Agreement,

12.1.2  In performing our obligations pursuant to this Agreement, we ray have access to and receive disclosure of certain
confidential information about you, your affiliates and/or parent companies (“Your Disclosing Party™), including,
but not limited o the following (collectively, “Your Confidential Information™):

12.1.21  any of the following information, whether in discrete or collective form: customer names and
addresses, vendor names and addresses;

12.1.22 any of the following information: your sales volume, merchandise mix, market share and
amonnt of average sale;

12.1.2.3 your financial results, technological developments, marketing philosophy and objectives,
competitive advantages and disadvantages and other information ing the business
affairs of Your Disclosing Party that you reasonably consider to be co tial and proprietary.

12.2  Resirictions on Disclosure of Confidential Information

12.2.1  You agree, on behalf of yourself, your parent(s), affiliates, subsidiaries, directors, officers, employees, agents
and representatives, to maintain the information security procedures described in Section 126 and to maintain
the confidentiality of Our Confidential Information. You also agree on behalf of yourself, your parent,
affiliares, subsidiaries, officers, directors, employees, agents and representatives that, during the term of the
Agreement and thereafter without limitation:

12211  You shall maintain Qur Confidential Information as strictly confidential and nor disclose any
of Our Confidential Information to any of your affiliates, subsidiaries, parents, parmers,
shareholders, directors, officers, other than as permitted in Section 12.3.

12.2.1.2  You shall use Our Confidential Information for the sole and exclusive purpose of complying
with your obligations under the Agreement and Operaring Regulations.

12213  You shall not disclose any of Our Confidential Information to any third party, including,
withourt limitation, your own shareholders.

12214 You acknowledge and agree that Our Confidential Information is our exclusive property, You
agree not to compile, analyze, assemble or otherwise manipulate any of Our Confidential
Information for any purpose and shall not permit any third party to do so using informarion
provided by you.

12215 You agree that Card Accounr numbers and Merchant Account numbers constitute our
property, You agree not to sell, distribute or otherwise provide any such Card or Merchant
Account numbers to any other party, except to effectuate the terms of this Agreement. You akso
agree to dispose of any materials containing such Card and Merchant Account numbers in a
manner that will cause such account numbers to be substantially unreadable.

12.2.1.6  You agree not o collect, use or disclose any of the information described in Section 12.1.1,
including, without limitation, thar which relates to Cardmembers, Card transactions or Card
Accounts, to any third party, including, your own shareholders, affiliates, direcrors, officers or
employess other than as explicitly permitred in Section 12.3.

123  Exclusions
Our Confid_el_atial Information and Your Confidential Information shall not include information: (i} which is'known
. to the receiving party prior to commencing any discussions with the other party on the subject marter of this
Agreement and without violation of any obligation of confidentialiry; or (i) which is or becomes known to the public
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generally through no fault or action of the receiving party; or {iii) is lawfully revealed to the receiving party without
violation of any obligation of confidentiality; or (iv) 15 developcdulz?r the receiving party as & result of Its own internal
efforts and not as 4 direct or indirect result of the disclosure of informarion by the disclosing party.

124  Nondisclosure of Confidential information ) . ) .

Each party agrees not to use the other.party’s Confidential Information nor to disclose such information to any third
party, except: (i} as may be necessary for the receiving party to perform its obligations pursuant to the Agreement;
(ii) as required by law; or (iii) as d upon in writing by the parties; or {iv) a5 permitred by Section 12.3. If either
party as the receiving party shall disclose the disclosing parry’s Confidential Information to 2 third party pursuant
to the Agreement, the receiving party shall cause the third party to agree to the confidentiality provisions set forth
in the Agreement, and the receiving party shall remain responsible for a13' subsequent disclosure of such Cenfidential
Information by such third party, including, without limiration, any disclosure by the third party to any other party
thar is not anthorized to receive such Confidential Information.
‘Without limiring the foregoing provision, you may reveal Our Confidential Information only to those of your
directors, officers or cmployees of any of your operating divisions or subsidiaries which you have designated either
in your application, zs modified from rime to time as indicated in our records, at your locations that will accept the
Card who are eudgﬂged in the implementation of polities, programs or procedures in connection with your
acceptance of the Card.

We will reveal Your Confidential Information only to those of our directors, officers or employees of any of our
divisions, subsidiaries or affiliares which are involved in the development of the Card program and who are engaged
in the implementation of policies, programs or procedures in connecrion with your acceptance of the Card or who
perform certain research and analysis of data related to the Card Program. In addition, we may reveal Your
Confidential Information in order to comply with our obligations under. applicable law.

125  Ownership

Each party shall retain exclusive ownesship of its Confidential Informarion. Upon request or following termination
of the Agreement, each pang' shall rerurn the other party’s Confidentia) Information. Each party acknowledges the
irreparable harm that would be caused to the owner of Confidensial Information if such Confidential Information
were used or disclosed in violation of these agreements, Each party, as the recipient of the other parry’s information,
agrees that if the recipient of such Confidential Information violates the terms of this Section 12,0, the owner of such
Confidential Information may terminate this Agreement immediately, and, in addition to other rights and remedies
the owner of such Confidential Informatior may have, the owner of such Confidential Information shall be entitled
to seck injunctive or other equitable or legal relief to prevent any continuing violation. Any violation of this Section
12.0 be considered a material breach of the Agreement that is grounds-for immediate termination of this
Agreement. The provisions in Section 12.0 shall survive ‘the termination of the Agreement.

126 Data Security
You agree to comply with our information security requirements for Card transactions, as described. below. While
we or our agent may, at our discretion, review some of the information security requirements used by some
Merchants as described below, you are solely responsible for monitoring your computer ystems and relared
proaedfrﬁs 10 ensure compliance with our information security requirements. Our information securiry requirements
are as rollows:

» Do not retain or store Card Verification Value (“CVV™) (see Section 4.4.1.1), other data in the magnetic stripe
a;ljdlor the Cardmember Identification Data (“CID”) (see Section 2.2) after obtaining authorization for each Card
sale, .

« You should ensure that regular vulnerability scans of your computer nerwork are performed (monthly scans
are recommended) and penerration vests are performed to ensure computer. network vulnerabilides are identified
and czrtcctid in a timely manner. If requested by us, yon will ensure that an on-sire assessment of your nerwork
1S conducte

» Card Agiount numbers and Card transaction data that you transmit must be encrypted using current encryption
standards.

s Card Account numbers and Card transaction data that you store must be stored in a secure environment that is
protected by information security technologies such as encryption, firewalls and access controls. Do not store Card
Acconnt data or Card transaction data on any publicly-accessible Internet system(s) and/or server{s). Do not store
CVV, other data in the magnetic stripe and/or the CID after obtaining authorization for each Card sale,

» You must utlize a firewall with strictly defined information security rules at all entry points on your computer
network. An Intrusion Detection System(s) (“IDS"} must be strategically placed within your nerwork to identify |
suspitious activity.

s Tracking or “logging” of all nsers on your system must be enabled on all devices and servers that facilirare the use
of Card Account and Card rransaction data. The logged data must be comprehensive and include the dae, time,
origin and destination of the event. Analysis of logged data and system statistice should be reviewed regularly.

« You must have a security policy that includes patch and/or change control, incident response and access conrol,
You must ensure that access to Card transaction data is passworg protected using password requirements, limited
to those of your employees who perform your obligations under this Agreement and that you promptly revoke
password access following rermination of any employee,

« All remote and/or administrative access to your network must require two-factor authentication {such as an access
roken and a password) and encryption,
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« Wireless Access Points (WiFi, 802.11, etc.) to your nerwork must require authentication and encryption. along
with the ability to recognize rogue wireless devices which are not authorized to access your nerwork,

s Computer systems that store and/or transmit Card transactions must utilize current Anti-Virus software
to safeguard Card transaction data from the latest virus threars,

You agree to notify us within 48 hours at 1-800-347-3083 if there is a breach or unauthorized access to any of your
compuzer systems used to conduct Card teansactions or store Card dara inciuding, without limitation, your website,
the encryption or “disguising® of data for any Card transaction or group of Card transactions, the electronic links
used to conduct Card transactions, incloding, withour limitation, any breach that may cause any gnauthomcd party
to access Cardmember numbers. If you fail to notify us within 48 hours you may, at our discretion, be responsible
for any resulting financial loss and damages incurred by us and/or Issuers.

The content of all websites on the Internet on which you accept Internet Card transactions must be secure and must
comply with our information security requirements including, without limitation, the following: pages on the
websites where Card numbers are entered must comply with our protocol, you may not reveal user names ind
passwords for Cardmembers in the sonrce code of your website and you may not allow anonymous, loging on your
website. You agree that we or our agent may, at our discretion, periodically perform information security or
“vilnerability” scans on your website and/or servers to ensuce that you are complying with our information security
and data storage requirements. Such information security scans may include passive Internet scans to detect open
ports and services being offered by the web servers, The security scans may also examine your Card transaction
processing procedures and the presence and effectiveness of the encryprion methods that you use to disguise Card
transaciions conducted over your website,

If we notify you that we believe your information secu :{ procedures used to conduct Card transactions are insecure
or do not comply with our requirements (for example: if our passive information security scan detects an open port
on your website, or we identify procedures that we believe may lead to the compromise or vpauthorized access
to Card transaction data-or Cardmember numbers or-we determine that your firewall is inadequate}, you agree
to cooperate with us to adopt security procedures thar are acceptable to us by a mutually acceptable deadline and
1o participate in periodic tests of the adeq of such procedures. You may, at ous discretion, be responsible for the
resulting financial loss and damages incurred by ns and/or Issuers.

‘We may, at our discretion, suspend your ability to accept Card transactions upon notice to you until such time as we
determine that your information security procedures comply with our requirements. K you fail to develop
information security procedures that meet our requirements by a mutually acceprable deadline, we may terminate
the Agreement and your ability to accept Cards. You may, at out discretion, be tesponsible for the financial loss
and/or damages incurred by us and/or Igsur.rs as a result of your failure to comply with your obligations. You are
responsible for any Chargebacks due to your failure to comply with our information security and data storage
requirements and any losses experienced by Cardmembers.

Storage of CID Numbers '

You must rot retain any CID detz for any Card transaction or any Cardmember. in your records or otherwiss, for any
reason, including recurting billing transactions described in Section 5.3. Furthermore, the CID must not be recorded
on Sales Data or any other evidence of the Card transaction.

13.0 ADVERTISING AND PUBLICITY

13.1

13.2

13.3

Limited Permissien to Use Service Marks

We permit you, for the limited and exclusive purpose of completing your obligations under the Agreement, to use
the service marks identified in Section 2.2. and such other service marks as may be associated with the Card plan in
your advertising and marketing materials that ace designed to promote Card acceptance and the Card plan, provided
that such marks are displayed in accordance with our specifications which you may find on Discovernerwork.com.
This I;)ermission does not extend to service marks owned or licensed by third parties, including, without limitation,
any Issuers,

Prior Approval Required for Use of Service Marks

Except as otherwise stated in the Agreement or these Operating Regulations, neither you nor we chall use the
recistered trademarls, service marks, logos or any other proprietary designations that are owned or licensed by the
other party (collectively, referred to as the “Owner™) without the Owner’s prior written consent and shall submit to
the Owner for prior written approval any advertising or other marerials in which such proprierary designations are
10 be used. Such approval shall not be unreasonably withbeld or delayed. Notwithstanding the foregoing, we shall
not be required to obtain your approval with Tespect to advertising and promortional materials which merely list
name(s) of Merchants that accept 'Eards.

Display of Materials

You agree to prominently display at each of your locations, and in caralogs and websites, signage or Jogos showing
the Discover Network acceptance mark in such mannet and with such frequency as accorded any other third party
credit or third parry payment card aceepred by you. You shall display “Take-One” Discover® Card applications at
your locations where you display “Take-Ones® for other third party credit or other payment cards. You agree that
yon will only use or dis_pla! such materials in accordance with these Operaring Regulations or in accordance with
any specifications provide by us. We shall, at our expense, supply signage and display marerials and such other
operating forms and ma necessary to promote the Card and make Card sales. Such marerials, including
complete and unused Sales slips and Credit slips are our property and shall be recurned upon our request or at the
termination of the Agreement,
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134  Prior Consent far Press Releases

You agree to obtain our prior written approval before makin|
the form of a press release or otherwise, concerning Cards, any
execution or existence of this Agreement,

limitation, securities law. The timing and conzent of such disclo
Agreement and Operaring Regulations do not permityou to
of Our Disclosing Party, including without limitation, any Tssuer

140 FINANCIAL INFORMATION

At our request, you agree to provide vs with financial information, includi
concerning you andfor your cstablishment’s financial condition and gener
establishment’s ability to perform your obligations un
you become insolvent ot discontinine your business or
request credit reports on the principals of the business,

if you or any creditor files f

corporations and companies of s

any such disclosure

g any disclosure to the pu
s required by ap

make any disclosure to the public or the me

wirthout limitato:
creditworthiness,
agree 10 immediately

blic or the media, whether ini
Our Disclosing Party, or the
je law, including, without

d?a on behalf

n, financial statements
and you andfor your
send us wrirten notice i
or bankruptcy or reorganization. We may
aid Merchant companies.
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